
,

L~'iJ~ ult1tJ 1t1 fl1'i t -il~1W>:::tJtJ 1'l'iJ3-I~hL 1Pl'iJ{ U'Il:::L1'l~'iJ'lhtl I'l\l.l::: LL~ 'VIti f'f1~1Pl{

3-IVl11'V1t11';tlL~tI~tVll.i ~.f'f • .,d'd'''''

1Pl13-1~Aru:::bL~VlI'I1'l11'l1ll'l lJhJ'j:::fl1I'l\,l 1I'l1J11'1fl1'j l{f~1\,1'j:::1J1J A'1I3-I~~ blll'1l'l Lbl'l:::LAi'1l'li11'1

Aru:::bb~VlI'I1'l1,,1II'l j.JVl11JVlI'I1-KI'Ib'5I'1~lVll-i~.I'l . .,d'd'd' ~~bwi-ru~.,,,,, flj.Jfl1~\,I'iJ ~.I'l . .,d'd'd' biJ\,IIii\,ll-l1•

b~'1Il Vlfl1'j l{f~1\,1'j:::1J1J A'1Ij.J~~ blll'1l'l bbl'l:::bAi'1l'li11'1~A~13-1bUUU""pJU Y1U"lYl'I ,,'1I(11Aii'1l~nlJ

'j:::1J 1JLVIA1UhU 1'l1 'j I'l\db Vii'll \,IU ""l U \,I '111 l'1mh \,11" (1113-1A ~13-1l \,Ij.J1111'j1 0:'0 Lbvi~~'j:::'j1'lfU \1JqJ~
j.JVl11JVlI'I1-KI'Ib'5I'1~lVll-i ~.I'l . .,d'd'0) <i~l'Iml&m.J'i:::fl1I'l\,l 1tl1J1 1'1fl1'j l{f~1\,1'j:::1J1J A'1Ij.J~~ blll'1l'l bbl'l:::bAi'1l'li1t1

Aru::: bb~ VI1'1I'll I'llll 'l j.JVl11JVlI'I1-K 1'Ib'51'1~l Vll-i ~ .1'1. IfJ d'd'd' bbI'l:::l VI,.J'i:::fl1l'll{f\,l 11'l1J11'1fl1'j l{f~1\,1 'j:::1J 1J

A'1I3-I~~blll'1l'l bbl'l:::LAi'1l'li1I'1Aru:::bb~Vltll'l1l'llll'l j.JVl11JVlI'I1-KI'Ib'5I'1~lVll-i ~.I'l . .,d'd''''' LbVl\,l 'j11'11'l:::b~I'I(11

~~1li'1l1tJcl'

tJ'VI\d1

0). \,I11'l1J11'1cl'4'(1IVhi\,l-rl1Vl-r1JNl{f~,,::: bih l{f~1\,1'j:::1J1JA'1Ij.J~~ LIII'1I'l'll'1l~ A ru::: bb~ VItll'l1l'llll'l•
3-IVl11JVlI'I1-K1'Ib'5t1~l Vll-i 'j~ j.JltJti~ fl1'j L~'1Ij.JIli '11dhnlJ'j:::lJ lJfl\,lb VI'1I'l L11111 l(1lm.h\,lVl1~

LAi'1l'li1t1'l1'11~Aru:::bb~VltlI'l11'l1ll'l lAl'Il VI~l{fIii'1l~ti'1ltJ1Ju~l(1l1'1b A1~ A-r (11

IfJ. Aru:::Lb~VltlI'l1I'l(1l'l j.JVl11JVlI'I1-KI'Ib'5t1~l Vll-i 'lI'1II'l~~\,I~Vljjl \,Ifl1'j bihlll'j~"I'l'1llJ bii'lJVl-Kfl~1\,1

Lbl'l:::t'11b;:l\,lfl1'j'!l\,lI'lj.J m'j Vl1fl~1J~1~fl1'jI'l:::bl1 (1I\,Iltl1J1t1fl1'j l{f~1\,1'j:::1J1J A'1Ij.J~~ blll'1l'i'

bb'll:::fl1'j L~'1Ij.J1li'1lI,i\,lbVI'1I'lb11111'l1'11~Aru::: bb~Vltll'l1"III'l

" Q' tJ'tJ '01. ",1'I1j.J'lI'1I~'j:::1J1JA'1Ij.J~~blll'1l'j Lb'll:::-q fl'jru 'j:::fl'1l1J'lI'1I~Aru:::Lb~VltlI'l11'l1ll'j

Q V" ~ 'd v .r
j.JVl1~VlI'I1'1lI'lb'QI'I~ bVlj.Jj.J(1I~\,I

01.0) 'j:::1J1JA'1Ij.J~~LIII'1I'lbL'Il:::bAi'1l'li11'1Vlj.J1l'1m1j.J~1 '1ItJmrn Vli'1l'lf(1l'1ltJmrn'll'1l~• • •
A'1Ij.J~~LIII'1I'l~L~'1Ij.Jfl1'jvh~1mihJhtln\,l l(1ltllJ1~fl1'jfi1Vl\,l(1l t'11,ff~ 'li(1lt'11,ff~ Vli'1l~~

~\,Il(1l bbl'l:::Lb\,l~VI1~tJ1JU~~1\,1lVl-qtJfl'jrn Vli'1l 'li(1l-qtJmrnVhVl{;l1~tJ'j:::3-I~'IlI'J'Ilii'1ll;l'll

l(1ltl'!lllll\,llY~~'1I~fl1l'1lliifl1'j~ bL'Il'll'1l~~1\,1bVlA1\,11'llU"1'jI'l\,lLVlI'l Aru:::bmVlI'II'l1I'lIll'l

3-IVl11JVlI'I1-KI'Ib'5I'1~lVll-i



-I<J-

GTl.1<JVlf1"ltJ1fl'j Vll-I1~WI'l1l.d1 !111"Vlbt'l1" '1f'fJ~1I1bb'l1" bt'i'di'fJl-Il'If11u Lillfl1'lVlLVWlJ'fJ~~11.l• •
tVlfl11.,11l'lU'i'l1'l'i'lUbVlff flill:;bb1"lVlUff1'i'lIll1" l-IVl1'lVltJ1~m%u~ LVll-I

GTl.GTl~L~ Vll-I1UfI'l1l-1~11.jfljil1fl'j trflflfl"n VlU'lU~1U~'fJ~flill:;bb1"lVlUff1'i'lIll1"

l-IVl1'lVlu1~m%u~ LVll-IVI"J'fJUfljiI1fl'j VI"J'fJVlU'lU~1Uf11U1.l'fJflVlllilfU'fJU" '1111LViL~'l:;UU, ,'.
"'" ~ <':!l' IS'

fI'fJl-I1"I'lblll'fJ'l btl'I:; bfl'l'fJ~ 1U~'fJ~ fI ill:; bL1"IVlUff1'i'llll'l

GTl.«:' flill:;bb1"lVlUff1'i'lIll1" Vll-I1UfI'l1l-1~1 flill:;bb1"lVlUff1'i'lIll1" l-IVl1'lVlU1..rUb%U~ LVll-I

V1l-1'lIll., 'Id1UU'lUfl1'lfl1U "ll-lm'l toii'l:::uU'iI"1'l,"'ldL VI~ (Information Security Pol icy)

"l."l 4'VlLVil'l1.l1UU1Ufl1'lfl'lU "ll-lfl1'l L~~11.l 'i'l1'l'i'lU bVlff~b,]1.l l'I'lu..rfl'j,jill'ii' ml'l ~~ 1IilfUfl1'l

'fJU~iIi"l'lfl tiU"lVl'l'l'l:;i1'IU'i'l~ 'l'll-l(i~fl1'lbbn1 ~ bl.J~U1.lbLl.Jl'I~1.l1UU'lUVlfl flf~ill'fJ~ 1MUfl1'l
, 'U 'lJ q

'fJ1.l~ililil'lU,
"l.1<J l'l fl1'lVlUYJ'lU bLl'I:;l.Jfu1.J1~1.l 1uU1uVill-l bVll-l1:;'i'll-l LVi'i'l'fJVlfI ~'fJ ~ flU fI'l'll-l ill'fJ~fl1'l~ 'fJ~flill:;

<
bb1"lVlUff1'i'l1ll'l

"l. GTl l'l fl1'lri'lVlUVl'l:;i1'IU fI'l1l-1 bciu~~ U'fJl-Ifu 11ilLU'l:;U U 'i'l1'l'i'l1.lLVIff bLl'I:;ri'lVlUVll-l1111'lfl1'lVl"J'fJ

'llll.JuuiliL Ufl1'l fI 'lU "ll-l fI'l1l-1 Lciu~

"l. «:' l'l fl1'l4' Vlbnu1.l 1UU1U LVib,]1.ll'I1U I1fl'j,j ill'ii'fl'j,j 'll'.iL 1.l~ ~L~~11.l btl'I:;~ b~u'll1'fJ~ b111(i~ 11il~'lU

"l.ll:' 1.l1UU1u~4'Vl'Vhill'fJ~l'lfl1'lri1V1uVl1'III111.J'l:;'i'l~1"1 ~'fJUb~1II fI'l1l-1fui:iVl'lf'fJU bbl'l:;Ld''fJVI'l'fJ~1~

-ifVlb"lU 'l'll-l(i~UVll'I~ 1VI'j,j

"l.'oJ l'l fl1'ltNmm'1u 1UU'lU fI'l1l-1l.Jl'I'fJ VlnU'i'l'l'l'i'l1.lbVl ffLViVJflfl1.lLUflill:;bb1"lVlU ff1 'i'l1ll1"YJ'j'lU

bYi'fJl.Juuili11il

"l. '" l'l'l1U~1U'iluilifl1'lill1ufl1'll.JuuiliIll1l-1U 1UU'lU fI'l1l-1l.Jl'I'fJVlnU'i'l'l'l'i'l1.lbVl ff'fJ~1~1'i'fJ bii'fJ~

lII'll-lfl'l'fJUl-I1111'l~11.lLUfl1'l1ll'l'l"l'i'l'fJU

"l. <;;; l'lfl1'lIll'l'l"l'i'l'fJU 'l'll-l'ff~l.J'l:;bl'1ufI'l'll-l LYlu~1"I'fJ~'fJ~U 1UU1U bbl'l:;'l:;UU fI'lU "ll-lf11U LuIil1u

bVIfI11.,11l'IU'i'l1'l'i'l1.lbVIff1VluViu 'lU~'lU ~ d'l 1.,1 fj 'i'l'l:;'fJ ~1~i.( 'fJUU l'I:; flf~
"l.«' l'lfl1'l'l'lU~1utiU"lVl1'l'l:;i1'IU'i'l~~'fJ~flill:;tb1"lVlUff'l'i'lIll1" VI'l1U 1Vlm ~'l tri'fJl'lfl'jru~1.l 1UU'lU• •

'Ci~Nl'Ifl'j:;VlUI'i'fJ'l:;UU bVlfl11.,11l'lU'i'l'l'l'i'l1.lbVlff~l'ltrmhi1'l~

"l."l 0 l'li1.lIll'fJ1.lVl"J'fJ'llll.Juuili bYi'fJ'l'fJ~fu LVil'lfl1'll.Juuili III'1lm 1UU1uVillilri1V11.lVl 11)

"l ."l "l l'l fl1'lfi1V1UVlVli.(1~ Lbl'I :;fI'l1l-1 fu i:iVl'lf'fJU~'fJ~ tiL~~'l1.l btl'l:;'VIU'l U~'lU ~ b~ U'll1'fJ~'fJ~'l~•
-iffl t "11.,1LU'l'lU l'I:; br,)UVl~'fJ~1.l1UU1U bbl'l:;N11.lfl'l1l-1 b~1.l'lf'fJU"I1fl'VIU'lu'ltr Ubtl'I:;uili fl1'l ~'lU

U"l'VI1'l~'l1.l1.j fI fll'I



-on-

Vi:ll1lPl •• l,lltJU1tJfl1';LLti~LLtJfl'i11'U1~Vi<hvi (Segregation of Duties)

•• , CO) ..r(iJLVI~f11'iJjhJ1t1-Kml\lj~~1l,l (Job Description) ~~'J~~Vlih~bb"1~A'J1:11-r1.1N(iJ'If'iJ1.1'J~1.11.1
,

, !io' <:t , ••.••

'<l1'J'<lllLVI fl'IJ'iJ~ LLl'lj'l~VI'\..I1V1~ 1'j.j'iJtJ1~'If(iJ L"1'\..1

•• ,kJ ~fl1'J LLti~LLtlfl~ Aj'l1m~l.JnU~VII~h~L'\..I'i'i1'\..1 fl1'J~ ffi.I'\..I1'J~1.11.1~1'\..1(Developer) 'iJ'iJfl"l1fl

~Aj'l1fl'J~vl1V1ih~1.1~Vl1'J'J~1.11.1 (System administrator) ~~l.JnU~~1'\..1'iJ~L'\..I'i'i1'\..1

'J~1.11.1~1'\..1V1-Kfl(Production environment)

kJ, on ..r(iJLVI~~Aj'l1m~1"'iJ~ L'\..I~1'\..1~~A'J1:11~1~qJ L~'iJLVlj'I'1m'Jnvl1~1'\..1V1(iJ LLVI'\..In'\..lliliL '\..Imru

~'h,j'\..l

kJ, ~ ~fl1'Jfl1V1'\..1(iJL~1'IJ'iJ~'J:;1.11.1~1'\..1j'1'1'J'<l'\..lLVIflfl1t1 L'\..IAill~LL1"mti fl1j'1'l'l{ (Information owner)

L~'iJA'J1.1"1:11 LLj'I~fl1V1'\..1(iJfl1'JL~hL-6~'iJ~ j'I t1m~'\.j'J~u1.1~1'\..1V1-Kfl~~ fl1'J L-6~1'\..1~1:11n'\..l"l1fl

VIj'l1t1V1tJ1t1~ 1'\..1 fl1V1'\..1(iJLVIAill~ LLViVIt1fl1'<l11l{ L,jW~'J~1.1 A'J1:11-r1.1N (iJ'If'iJULVIn1.1~lMu. , .
:II'iJ1.1VI:II1t1L'\..Ifl1'J(iJLLj'I(System administrator) LLj'I~fl1'J'iJ'\..Il¥~L'\..Ifl1'J L-6~1'\..1(Authorized. ,
owner)

kJ, <t' mru~ L~1'IJ'iJ~'J~1.1 1.1j'I'1'J'<l'\..lLVI fl/~li11-r1.1 :II'iJ1.1Vimtl L'\..Ifl1'J'iJl-!l¥~ j'l'1'J'<l'\..lLVIflll-i'iJ~ Vi~'iJ

1l-i j'l'1m'Jnl.JnU~~1'\..1 li11 LLj'I:;1l-i~fl1'J:II'iJ1.1VI:II1t1'i'i'J~Vlih ~U~ ~1.1UqJ'lf1'IJ'iJ~ L~1'IJ'iJ~

'J~1.11.1m'J'<lllL VI fl/~li11-r1.1 :II'iJ1.1VImtl L'\..Ifl1'J'iJl-!l¥~j'I'1'Jj'I''\..IL VI fllii'iJ~ L,j'\..l~ -r1.1N (iJ'If'iJ1.1LLVI'\..I

VI~'iJL,j'\..l~:II'iJ1.1VI:II1t1LVI~AAj'I~'\..I-r1.1N(iJ'If'iJ1.1~'iJ

(IT Outsourcing Policy)

on, CO) ~fl1'Jfl1V1'\..1(iJ Lflill'Y11'\..1fl1'J~(iJLlil'iJfI~LVl1.1~fl1'J

on,on

~lYqJqJ1~'J~~ L~tJ'Jn1.1 fl1'J-rmI1A'J1:11-KU'lJ'iJ~~'iJ~j'I (Non-disclosure Agreement) LLj'I~

'IJ'iJUL'lJI1I~1'\..1LLj'I~L~'iJ'\..I1'IJL'\..Ifl1'JLVl1.1~fl1'J(Service Level Agreement) mh~oR'(iJL"I'\..I l(iJtI

~ -ru :II'iJ1.1~1'\..1"I~ L,j'\..I~-r1.1N(iJ'If'iJ1.1~'iJ fl1'Jfl1 L11'\..1fl1'Jy(~VI:II (iJ~ Ln (iJ~'\..I• •
L'\..Imru~L-61.1~fl1'J1ii1'\..1 fl1'J~ ffi.I'\..I1'J~1.11.1~1'\..1Iii'iJ~fl1V1'\..1(iJLVI~L Vi1.1~fl1'J L~1li~ LQVi1 ~'i'i1'\..1

~~1~~1Vi-r1.1fl1'J~ffi.I'\..I1'J~1.11.1~1'\..1 (Development environment) LvhJ!'\..I Vl1f1LViL~1L-6

'J~1.1U~1'\..1"1~~ (Production environment) 1ii'iJ~~fl1'JA'J1.1"1:11 LLj'I~fl1'JI1I'J'J"Ij'I''iJ1.1~LVi

1.1~fl1'Jmh~L~:II~'J(iJ



-<r-

on. <r ilfl1"fl1VJ1,jl'll VINl Vlu'hn,,<i'l'lvl1 ~}1'!lfml.J!J~U~~ThI tL'i'l~L'flfl 'i'l1"~ LrltI'J{J'fl~ "'d~~~il• •
fl1"l.J{ul.Jl~ lM(l-.l'i'll1'tI'fl~ L'i'l~'fl

on. tt' ilfl1"fi11.'1l-.ll'llVi ~lVlU~fl1""1t1~1l-.lilI]JVl1(1\1~ '1 LL'i'l~tLl-.l'dVl1~fl1"LLfl1~ ll-.lfl1"l.JlJU~~1l-.l

L~'flilfl1"~'fl~~'fl Vl5'flilfl1,,1.J{ul.Jl~ LVlI'lll-.ll'i'lU~ LrltI'J{J'fl~flm~UU~1l-.l

on.'" il fl1,,<i'I'lVl1.ffl-.lIll'fll-.lll-.lfl1"III'1'd"l{U~1l-.l ~'fl~Nl VlU~fl1"•

VI~'d1'l <r '\,lltJU1tJfl1".iIll'ilU'i'l'\,l'il~I1i'ilLVllIlfl1'Hl!Nl1Il.Jfl~ (Incident Response Policy)

<r. '" ilfl1"f11V1l-.lI'lN{u NI'l'li'flU l'\,lLVlIllfl1"ruNl'll.Jfl~ Ltl'i'i'l~l.J"~LllVlmh~'if1'l L"Il-.l• •
<r. kJ il fl1'1f11V1l-.lI'l.ffl-.lIll'fll-.lll-.lfl1,,{u}1'fl LVIillfl1"ru(l\1~ '1 1I'ltlilfl1"III"'d"l'i'l'flU LL'i'l~1JLI'l"1~l1"

NL{J1mr.ih~,,~uu• •
<r. on il fl1"f11V1l-.lI'l.ffl-.lIll'fll-.ll.JlJU~fl1"~ 1il-.l"~UU~1l-.l(l\1~ '1

<r. <r il fl1,,<i'm'l1ul-.lVim VIillfl1"ru~ N1'l1.Jfl~ 1.J"~fl'flulii'dtl"1tJ 'i'l~L~tlI'l1l-iU'fltlfl'i1 1.J'1~LllVi
, ,

<f V ~ .• •.... 0 v """''''''
LVlillfl1'1ru 'dl-.lL'd'i'l1'i'lml-.lVl 'i'l1I'lUI'l'd1~ml'll]J '41'l1'l'i'lVlIIII'lIll'fl

<r. tt' L~m'lUL VIill fl1'1ru~'hi1'i'l~Wtl l VILLo!i~Lo!i1V1U1~~{U N1'l'li'flUVl'11Uvll-.lVi
, I !l' II

""" .<:'t """..ot..::l •.... •• I .:::I """..:ll V ff<r.'" ~fl1'1 L'i'l'flfl~Vljj'djjVl LVI~1~'i'l~flU'i'lml-.lfl1'1ruIll1~ '1 m fll'l~l-.l Vl~fl1'1'1'dU'1'dmVl illfl1'1ru

fl1'1'1~'4~~1~'fl~0"1~ ~ L~'fl~~ilI]JVl1~ Lfil'l~l-.l1Iiimh~vll-.lL'd'i'l1 tL'i'l~'iJfl(ll'fl~

<£.<rY '1~UU~1l-.l(l\1~'1 ~ill'l'd1~"hf(1]J (lI'fl~ilfl1'1 LIII5t1~"l1.Jfl'1ru LL'i'l~LI'l~'fl~}1'fl~1V1{Ufl1'1

~1'1'fl~ L~'fll~ll-.l fl1"~ lil-.lL~'flLfi l'lilI]JVl1~l-.l

mnl1l tt' '\,lltJU1tJfl1".i1.J!lu~1'l1l-l1'111l-lar'\,lI'Nl.J'il'ill1lfitJ'i'l1".i'i'l'\,lLVlfl (Compliance Policy)

cr. '" i'i fl1'1f11V1l-.lI'lViih~{U N1'l'li'flU (1\'fl ~ III'11"I 'i'l'flU 1'l11~ atl-.ll'l~1.J'il'fll'lntJ'i'l1'1 'i'll-.l LVll'fmh~

'ifI'lL"Il-.l

cr.kJ i'i fl1"f11V1l-.l1'lLfl ru1i1' 1'l1.J'1~l'lVifill1'1'lfl1'1Vl1~1l-.l1ii1l-.l1'l11~ 1.J'i'l'fll'ln tI'i'l1'1'i'll-.lLVll'fmh~

'ifI'lL"Il-.l

cr. on il fl1'1rii1 till-.l fl1'1111'11"1'i'l'flUfl1'1l.JlJu~ III11m LtlU1t1'fl ~1~{1'l f1l-l LL'i'l~il '1'flUfl1'1I11'1'd"l'i'l'flU~

'ifl'l L"Il-.l

cr. <r VI1..i'dtJ~1l-.l~{UN1'l'li'flU (I\'flfl1'1I11'1'd"l'i'l'flUfl1'1l.JlJu~ 11111mltiU 1t1 'i'l~'dl-.ll'lVifill-.lfl1'1L {J1

1II'11"1'i'l'flUfl1'1l.JlJu~ L~'fli'i fl1'1~'fl~~'fl"l1fl ~ il 'ii'1l-.l1"1

cr. cr ~l~~1l-.l~1l-il.JlJu~1II11.m LtlU1t1~l'lru~ LL'I'lVltlI'f1'i'l1ll-lf11V1l-.l1'l "I~'iJflrii1Lill-.lfl1'11111~

UVl'i'l~lVlJ;Vl1~1J,rtJ~'fl~l'lru~LL'I'lVltlI'f1'i'l1ll-l



-<1:'-

<1:'.'" ~'(.if~1UIil'1l~l.Jf"r~\lJ1l-1ii'ilf'hVlul1IlUfn; lii'i~uu'il1'i\'lUbVlI'! ~1t1hufl1'i liiVl-r~I1~u~~fl. ~ .
\lJ1l-1l'l'IJ~Vljhf~~LiJU"6m-Jiiibt~i tbl'l~Ef1il1lbL~i

<t'.m' ~lii~1U Iil'1l~-ruVI'i1U flD Vll-I1U~b~u~ii '1l~n1J'j~u U\'I1'i\'lUbVII'! bLI'I~l.JnU~\lJ1l-1flDVll-I1U

lVl'thJumh~ bfl1~11I-r11lfl'jru~i1fl1'i'tl~bl1l11 ~vi1'tl~bl1 w'l~Iil'1l~-ru ~11I'lf'1lUII1'1lfI~1l-1•
t~UVl1U~lfil1l~U

<1:'.rr: ~lii~1UIil'1l~l.Jnuili lI1'1lii'1lfhVlu\lJ~'i~l.jl UULU1J1UVI«fl'IJ'1l~fI \kl~lb~VlU1'!1\'1\lJi

<1:'.<1"' ~1UbVlflLUL'tl£l'il1'i\'lutVll'!b\'tl~N1U~1u~b~mii'1l~ 1il'1l~1~l-Inu01fl"j;1flDbfl\kl'l"i~b~mii'1l~

l Ufl1'i<J11Ibt'\UVI«fl ~1uii'1ll;j 'tl'IJ'1l~'i~UU\'I1'i\'lU bVlI'!bYl'1lliilUfl1'iih~fj~ bb'tl~\lJ'i~"I\'I'1lU

fl1UVI«~

Vll-I111l '" I.!LlJU1lJ ••~'i'fI.h1.! (Password Policy)

"'. '" 'iVi\'IN1Ub,]Uii'1ll;j'tl\'l1'i\'lU bVlI'!'i~liIu.ffum1l-1«U'IJ'1l~fI\kl~ bb~VlUI'!1\'1\lJi fl'jru~lii~1U

1iI~fl1'i1~lilu~lii~ i1'i~liIu ~VljjV1bl'!"j;Iil'iNi1fl1'i mu flmVl \'IN1Ul Ufl1'i bii 1liimh~ -rl1lfll-l. . ,
" Q V.[«'i1U'tl~b'1lUI1II1I~U

"'. "'. '" 1t1i-rum1l-1b"l1U'lf'1lU"l1fl~i1'!l1U1"1V1i.h~blJU'tl1u«mml'irfl"j;'i

"'. ",.1fJ i1fl1'iI1l~U"ll-lfl1'i lii~1U'IJ'1l~~lii~i1~VljjV1bl'!"j;'1l~1~liil-l~~111

"'. "'. '" i1fl1'iri1V1UI1I'i~U~l~'tl1lufl1'i lii~1U Lb'tl~'i~ruv(uVibri'1lYlU'i~U~b~'tl11i1~flI'i1~

"'. "'. <I:' i1fl1'i bl.J~UU'iVl\'lN1Ulm-ifl1UVI«~"I1flfl1'i'IJ'1l'1ltil¥~lii~1U VI~'1l'1l~1~ii'1lub~'1lUI'I~

~.r~
"'.1fJ 'iVl\'lN1u~lii 1il'1l~ri1V1Ul1IlVli1'i~liIum1l-1l.J'tl'1lI1l11U~bVll-I1~\'Il-Ifl'1l i1f1~1l-1oft'UoJi'1lUfl1'i

fI ~u "ll-l fl1'i l"i'iVi \'IN1U~ ~111bfiwhmufI.f~~ri 1V1UI1Ibl'tl~'iVi \'IN1Ul.J-rUt1.J~uu 1l-i.zl1

'IJ'1l~li1\l-I

"'. '" 'iVl\'l~liiVi1l-ii1fl1'i lii~1ulblcl~ 1il'1l~1111bUUfl1'i1.l1'1l'1lflVI~'1l'i~rUfl1'i lii~1U

"'. <>:" 'iVl\'lN1U1l-ivl1fl1'iL:nuu VI~'1l"ll1luuYifl1~lU~l-I'1l~b"l1U1t1iLI1IU~1UUflb~Ulbllii1~1.JbbUUfl1'i

b:nuuVi1l-i\'11l-I1'iWil1U1t1i~1UVI~'1l<Jl1Ilt'\U1~lu~u~'i'i~uliI~

"'. <I:' fl1'i<J11I'i'i~'iVi\'IN1Ul VI~lii 1il'1l~i1fl1'i11l1bUUfl1'i'1l~1~-rl1lfll-l b'lfU l'i'i"6'1l~UI1IHflflblJulilu. ,
bl'tl~bri'1l~lii1M1J'jVl \'IN1Ul Vlvl1fl1'i1.J-rub1.J~um1uVi

"'.'" lU'i~uu~i1 m1l-1'ihAq) 'iVl\'lN1ulil'1l~i1fl1'i<J11Ibt'\U1~lU\'ImU~~lii1ti~ 1t1iu1fl VI~'1li1

'i~UU\'I'1lUVl1Unu

"'. m' ~l.Jnuili~ 1ulil'1l~bt'\1J'jVl\'IN1UbilUfl ~1l-1«u



-';)-

';). r;;; At1l:;LLVfV1~A1'i'l1ll-l A'l'jl:1fl1'j<l1ll LIII~m.jLA~'!l~l'l'!l L~'!lliilll 'j'l"l'i'l'!lU A'l1lm-nj1:;'i'll-l'lI'!l~

'j,r 'i'l~h\,l LL'i'l:;l:1fl1'jn1V1\,1I11'j'!lm:;~:;L 'll'l1111'j'l"l'i'l'!lU

V1l.J'l1ll <rI \,ItlJU1tit~{'l'!l",i (Firewall Policy)

<rI . ., l:1fl1'j'j:;1..J1..JAAl'Ifui'1I11'IJ'!lUl \,Ifl1'jn1V1\,1111LLfil'II LtI~m.jLLti l'I~ fi1l'11'j1l"1 LIII'!l-ll'i1~'1 'II'!l~

1vH'l'!ll'li LLl'I:;fl1'j L~'!ll.Jl'i'!l'j:;uu LA"j'!l~1~'!l~1~'ii'1IIL"I\,I

<rI. "" l:1fl1'jn1V1\,1I11.ff\,lIll'!l\,lLLl'I:;;'jjjtlnu~l \,Ifl1'j LtI~~\,ILLti l'I~ fi1l'11'j1l"1 LIII'!l-l 'II'!l~1vH'l'!l l'Ii
LLl'I :;'j:;U U 'i'lUU'i'l1.j\,l~1\,1~h\,l A'l1l.JtI l'I'!l1llIl ~ l'i 1~'1

<rI. c;n l:1fl1'jLLU~LL~fl'j:;UU LA"j'il~1~ lViLVIl.J1:;'i'll.J1II1l.Jfl1'jlii~1\,1 L'lf\,l LA"j'!l~1~fl1~ l\,l LA~'!l~1~

fl1~\,I'llfl LLl'I:;LA"j'!l~1~ DMZ Lti\,l~\,I tlll~lii'iltlfl'jt1l1'VH'l'!ll'li,
<rI. II:' ~lIIlVil:1'j:;uuu'!l~n\,lfl1'j1..Jfl1fl'VI1~ LA"j'!l~1~ L~'!l'i'lUU'i'l1.j\,lfl1'j'Vh~1\,1'11'!l~1vH'l'!ll'li L'lf\,l

IPS/IDS Antivirus Gateway Lti\,l~\,I

<rI. d:' l:1fl1'j1ll 'j'l"l 'i'l'!lU fl1'j1..Jfl1flfl1'j lii~ 1\,1l \,1«fl" t1l:;~ i'1111tI fl ~ ~ 1\,1'j:;U U LA"j'!l~ 1~ fl1'j

LtI ~ ~\,ILLtI l'I~LLfil'11fi1l'11'j1l"1 LIII'!l-l LLl'I:;fl1'jtl fu LtI ~ ~\,I'II'!lU L'II1II'11'!l~Ll'l"j'!l~1~

<rI.';) l:1fl1'jtl futl 'j~'lf'!l~ 111LL'l-lVl"j'!l L~Hl-! LL'l-llViLU\,IU"I"IUm1\,1 'i'll1'~'!l ~ L'i'll-!'!l, '"
<rI. <rI l:1fl1'jIll'j'l"l'i'l'!lU L~mnu A'l1l-! tI l'I'!l1ll1l~'11'!l~'fltl fl'jrul'l'!ll.J~'l LIII'!l-l fi'!l\,IL~'!ll-!l'i '!lnm:;u U

LA"j'!l~1~ L'lf\,lIll'j'l"l'i'l'!lU 1'If'i'l 1II'j'l"l'i'l'ilU fl1'jf11V1\,1l11fi1l'11'j1l"1LIII'!l-ll'i1~'1 L~~'lnU A'l1l-!

tI l'I'!l1ll1l~ 'j'll-!1 tlft~ fl1'j1iJAfl1'j L~'!ll-!l'i'!l 'fltl fl'jruA'!ll-!~ '1LIII'!l-l'!l'!l fl"l1fl'j:;UU LA"j'!l~1~

<rI. r;;; fl1'j liiLA~'!l~ l'l'!ll'i1~ '1 (tool) l \,Ifl1'jIll'j'l"l'i'l'!lm:;UULl'l"j'!l~1~ 11i'!l~lt1ifu'!l1.jl1'~"I1fl ~l:1
,

o • d

'!l1 \,11"IVI\,11'VI

<rI."" LA~'!l~A'!ll-!~'l LIII'!l-lLLlJ~1~~~Vll-!III'11'!l~At1l:;LL\'1'V1~A1'i'lIll-l11i'!l~'l1~1~VI«~1~-l'l'ill'li

<rI . ., 0 L'VIAi'lAfu{J'!ll-! l'I LLUU1.hL{J1"11flfl1~\,I'!lfl tlll~ 1lJlt1i'j:;u URL "I:;~'!l~ ~1\,1A'l1l-! LV1\,1'IJ'!lU" ,
"I1fl~U~f(UUfll'IJ1

<rI . .," 'Vlfll~-l'l'!ll'li~'!l~l:1'j:;uUU'!l~n\,l~1..Jfl1fl

<rI . ., "" 1~ -l'l'!ll'li~'!l ~'j:;VI~1~~\,IL 'VI'!l-lLillllnULl'l"j'!l~1~fl1~ l \,I ~'!l~ l:1'j,r'i'l~1\,11lJLVI!!'!l\,l n\,l
"

<rI . .,c;n L~1V1ih~ ~fui'1I11'IJ'!lm:;uu 1~-l'l'!ll'li ~'!l~ LIII~~l-!LLl'I:;~1II'f11LL~.mful'lmVlI1lfl1'jrull~

~U~1II1l-!~1~fu'!l1.jl1'~"I1fl~l:1ri1\,11"1

!IJ ~.d d...... "? tJ' <f'S- .A of, ~
<rI." II:' L"I1V1\,11'VI 'VI'jU i'1111'IJ'!lUL~ 'j'l'!l l'I l'I 1II'!l~l'I~'VI:; Lu~\,IL iJ \,I'i'll.J1:afl'll '!l~ L'lU Computer

~ '1' ",.d .d.4 "".J' d. d"", , I

Emergency Response Team LLl'I:;L'lUL'lfIll'!l\,l'1 'VILVll-!'!l\,lfl\,l\,l Ll'1'!l'VI1ll1ll1ll1l-!'111'l'i'l1'J'IJ'!l~

t VI~1~-l'l'!ll'li LLl'I:;;'jjjfl1'j'flA'lf'!l~ t VI~'II'!l~1~-l'l'!ll'li~ l'lt1l:;LLl'1'V1~A1'i'lIll-llii~1\,1



-<rI-

<rI. ., <t' l'lflflTnlJ~~mblJ~~ fhrl1V1'hli?1~'!l~1yH'l'!l~'ii' fl1'ntl i?11J'lfl1'l Lb~:;fl1'lrl1V1'hli?1b-ii'hlVl1~~

b~'!ll-JIIi'!ltiI'!l~\)fl~i?1bf\lJU'hl~fl~~~'!lfl (Log)

<rI . .,';J fjtii~1'hl bb~:;fji?1bb~'l:;l.Jl.JtiI'!l~1l-ibb~~'li'!l~tVl~~~l.J llJiI~lJl'll'l~I11~'hl'!lfl VI~'!llJl'll'l~I11~ t 'hl
'lJ 'lJ \l q,

~1l-i brimiJ'!l~ 'hl'!lfl"l1fl"l:;\)flrl1V1'hli?1tVi bi'j'hl~flJ Ni?1'll''!llJt'hlfl1'l bbt'lilqjVl1Ji''hl1

<rI . ., <rI lh:;lJlJU '!l~ll'hlm'lbb f'l1~ blJ~~'hlLblJ~~U'hl~fl~'!lfl (Log)' 1li1~1 bb~:;rl1V1'hli?1i'l'Vl1lm'l

/Prevention system Policy - IDS/IPS Policy)

<;; . ., '1llJmnJIDS/IPS tiI'!l~(,Ml)t'hl~'hl~~11l'l'l1l-JlJ~'!li?1n~

<;;. \oJ ~i?1t Vil1lj l'll'l ~flJ Ni?1'll''!l1Jt 'hlfl1'lrl1V1'hli?1bbf'll~ LlJ~~'hlbblJ~~ fh~1'l1 ~ LIIl'!l{1Ii1~1 ~'!l~

'1llJmnJ IDS/IPS Lb~:;fl1'l b~'!ll-J1Ii'!l'l:;1J1Jbl'l~mh~'!l~1~.;{1Ilb"I'hl

<;;.'" l1m'l'!l'!lflbLlJlJ bL~:;rl1V1'hl1ll1l11bbVI1-J~t'hlm'lrk~IDS/IPS tViLVlm:;'Cll-J ti?1m\l~1:;bl'l~mh~

~b~'!ll-JlIi'!llllJl11~'hl'!lfl

<;;. <>:' 11m'llll'l'l"l 'Cl'!l1Jbri~'llllJ l'l'l1l-JlJ ~'!l i?1n~'!llJmnJl'l'!ll-J Yl '1bill'!l{ti'!l'hl b~'!ll-J1Ii'!l1l1J'l:;1J1J,
d ,

bl'l'l'!l~1~

<;;. <t' 11fl1'l'Vl1ll 'Cl'!llJl'lfl m'llJf1Jb lJ~ ~'hlfhrl1V1 'hli?1~~m'lV~ bi?111l!11{ i?1bb'l{ 'll''!lvllli"bb'l{ bb~:;

bVlIllfl1'lnJ t'hlm'li?1'l'l"l'Cl'!llJ

<;;.';J 11fl1'l ~ i?1rk~'if'!l villi"bb'1{i?1'l'l"l 'Cl'!l1J1'If 'Cl~lMflJ m'l'!ll-j ~~ "I1fl ~ 11~h'hl1"11J'hlLl'l~'!l~~ ~ i?1rk~

IDS/IPS ~~Vll-Ji?1~flbl)'hl~bll'hl'1llJmnJ!11{i?1bL'l{

<;;.<rI mru~l1m'lbiJ111~'l:;1J1Jbl'l~'!l'lh~t'hl~fll'lru:; Remote access VI~'!lm'lb~'!ll-JIIi'!lbl'l~mh~

111~'hl'!lflti?1~tiitl-J b~l-J(Dial out) tiI'!l~l1m'l~i?1rk~ IDS/IPS byj'!lIll'l'l"l'Cl'!llJfl1'l~:;L~i?1fl1'j

tii~1'hl

<;;. <;; ~l-J~1'hl~'!l~l'lru:;bb~'Vl~f11'ClIll{ ~flJ Ni?1'll''!l1JlIi'!lm'l~i?1m'l IDS/IPS tiI'!l~~~'Vl:;LU~'hlL1l'hl

'Clm~fl~'iJ~L11J Computer Emergency Response Team VI~'iJb11Jl'ifIli"~'hl1 ~bVll'l'iJ'hlll'hld

byj'iJ~1II1Wli1'l'Cl1'l'li'iJ~tVl~ IDS/IPS tviLll'hlU"I"pJ'hl

<;;.0<' 'Vlfl'li'iJ~t VI~~~l.Jt'hl IDS/IPS tiI'!l~tlflli~III'l~ llJiI~fl'i'il-J~1'hl~flJNi?1'll''iJ1J, .,
<;; . ., 0 l1'l:;lJlJU'!l~ll'hl m'l bLf'll~ blJ~~'hlbLlJ~~U'hl~fl (Log) 1li1~1 bb~:;rl1V1'hli?1i'l'Vl1lm'lLiJ111~



-r;:-

V1H'JlPl <11 ULI!J'U1I!Jm'111l'ilHIIi'il'1z'U'U'l'l1'1'l'lUI 'VIA~fi1I!JWiJf1 (External Policy)

<11.", fl1'J L'li~1'U"I1f1fl1tJ'U'iJf1~'U'iJf1IVli4'iJ"I1f1~filV1'UlPl1~ 1ii'iJ~1t1i-lU'iJ'UlY~ biJ'Ul'm,,rmlflhlml'J•
"11f1~U~ ~UUflJ'lfl Lb~:;lil1 bbVI'U'If'iJ~I'lru:;bb YIVItJA1"IWj"

~i'UIII'iJ'U L'Ufl1 '1111'1'1"1,,'iJ Ufl1'J bill LMi'UlVl'iJ4b illll~ll-i bVI~1:;m.J bL~:;[ih bU'Ufl1'JtI fiI b~'iJ

YIU11 ~ilflJVl111i'iJ'J:;UU~ l'Ufl1tJ L'UI'lru:; bbYI'VItJA1,,1II4

fl1'J"lY 1'l'J-lmh'lm'J"l'J,,'UlVlmllll t'UlY~ bbU'UL"ltJ~1Yll:l"llflti'UlVl'iJ4billll b'li'U fl1'JfiI•
fl1Y1tJ'U1II4 V1~bYl~~ "I1flti'UbVl'iJ4billll 1ii'iJ~1t1i-lUfl1'J'iJ'UlY~"I1fl~~tl1'Ul"1 tJm~'Ufl1'J-lU• •
'li1'l"l'JN1'U"IfilVlHltJtib~flVl'J'iJUflW

vh~,,~1~fl1'Jb~'iJ ~ 1Ii'iJbl'l"l'iJ'liltJnu mi~fl1tJ'U'iJfl ri'iJ'U1t1i-lU'iJ'Uf) '1 III"11fl ~~tll'Ul"1 ~~
q , ~li:I 'lJ

~ -lU NfiI'1f'iJU"I:; b~h~VI"l'iJ ~ fil1111~fl1'J b~'iJ~ Ilimr'U'iJ~h~ Lfl'o!i~fi1

~Liilii'iJ~ 1l-i1.J'J:;fl1 AiI'iJ f'm~ Lfil" L'U'UlH'If'iJ~'iJ~ f'lmu'Ul ~UU'iJ4fi1V1"l'iJ VI'iJ~,,'UVI'U1U'U fl 'Ii ~• J •

mli1'Jru:; Lfill U'Utiu bVI'iJ4billll tJm ~'U"I:;1t1i-lU'iJ\iflJ 1111"11flVll.!'l tJ~1'U

~Lii1l-iLii'U1~"~ 11~ 'U1~~~'U U'Uti'Ub VI'iJ4 billll VI'j'iJUU'J:;uum'J,,'UbVl ALfill 'If'iJ~I'lruz

bbYIVItJm" 1114'Vlfl'JltJ fll'J~L iilii 'iJ~LiJ 'U~'iJ ~Lii~ 'iJ~L 'U"I filVi H 1tJ ti b~ flVl'J'iJU fl WVI"l'iJ'J:;U U

~~VI:; LUtJ'U~Lii~ ~ fl1'J ~ fl nu "IfilVlHltJti b~flVl'J'iJU fl W

<11.'" fl1'J btl fiI bNtJ,,1'J,,'U bVIAIii'iJ~ l.JjJu~ 1111~YI'J:;'J1'1fU flJ qJ~ii'iJ l;l ~'li l'l"l'J'If'iJ~'Jl'1ffl1'J

(Change Management)

"'0.", ~i'UIII'iJ'UVI"l'iJ1Jlll.JjJU~L'Ufl1'J~ \Ill'U1 fl1'Jbb 1'11'1fbl.J~tJ'ULb1.J~~'J:;UU~l'UliJ'U~ltJ,rmlflj

'flfl1-l'J tfiltJmh~il'iJtJ~ii'iJfhVl'UfiI L~tJ'lnui'U[i]'iJ'U L'Ufl1'J~'iJ,'If'iJ i'UIII'iJ'U L'Ufl1'J~ \Ill'Ul

VI'j'iJ bL1'11'1fbl.J~tJ'UbLl.J~N i'UIII'iJ'U L'Ufl1'JVI fiI,,'iJU bb~:;i'UIII'iJ'U L'Ufl1'J t'iJ'U~ltJ'J:;UU,l'U

"'0.'" ~i'UIII'iJ'U VI"l'iJ1Jlll.JjJU~L 'Ufl1'J Lb1'11'1fb1.J~ tJ'ULL1.J~~ 'J:;uu~ l'UI'l'iJ ~ Yl'1blll'iJ4L'Umru ~flL 1i'U

bb~:;~U 'UYifl bVIIIIN~ l'l'llH<il biJ'U '1'1~tf~fl1'J'If'iJ'iJ\ilY~"I1fl ~ ~ tll'U l"1V1ill~'Vl fll'lf~

G)0. '" ~fl1'J~Lb"l~'JltJ~:;biltJlPli'UIII'iJ'U L'Ufl1 '1bb1'11'1fbl.J~tJ'ULbl.J~N'J:;UU,l'UI'l'iJ ~Yl'l blll'iJ4LVInu

~L'li~l'U bb~:;UI'lI'l~~b~tJ'lil'iJ~ 1t1i-luVI'Jlumh~y('lli~ YI~'iJHtf~~fl~ 1flfl1'Jmul'l~ L'U• • •

",0.<>:'

fl1'Jl.JjJU~1II1~

'J:;uu~ l'UVI,rfl 1ii'iJ~~ fl1'J bLU~bLtJfl'I'i'l'UI'l'iJ ~Yl'l blll'iJ4~ ~1~ n1V1-lU fl1'J~ \Ill'U l'J:;UU~ l'U

(Development environment) 'iJ'iJfl"l1fl'l'i'l'U~Lii~1'U"I'j~ (Production environment)

bb~:;mu I'l~ LVI~fl1'Jbillli~ b\lYll:;~ b~tJ'lil'iJ~ L'Ubblli~:;'I'i'l'UbYhJ'U• •



-<>!-

G)O. <t' ~~~'1I~'II'1I "~l-Jvf~~lii~1u~briU'li1'11~ ~'1I~l:!j'bu1~l-J lUfl"~U~Ufl1"~(lj.jU1V1'j'1l bbnl'11

bl.J~umbl.J\'l~ bv1'11lv!~(lj.jU1,,~uu~1ultli\ll,,~nu m1l-J ~'11~fl1"

G)0.'<> fl1"~ (lj.jU1 VI'j'1lfl1" bbnl'11b1.J~UU bb1.J\'l~"~UU~1U ~'11~\II"~VI,r fl{i~,,~U ui'ml1 fl~1l-J

1.J'CI'1Iflllu bt'CI~b'CI{iU"f11'V~fl1"Vh~1U'II'1I~"~UU~1U

G) O.m! fl1"~'1I~'II'1IlV!l:!fl1"~ (lj.jU1 VI'j'1lfl1"bl.J~Umtl.J'CI~"~UU~1Ufl'1ll-Jyh b\ll'1l{ 11i'1l~<rflvh

mh~ biju 'CI1U~fl" tU'1i'fl" "~1fl ~l:!'1l1U1~Vlib~

G) o. v: l:!fl1"1.J,,~ b~UN'CIfl'>~V1U'II'1I~fl1"t1.J~umbl.J'CI~~~11'1'1JdjU'CI1U~fl"tU'1i'fl"" vf~lulihu

fl1"l.JnuiJi~1u (Operation) ,,~uui'fl"1m1l-J1.J'CI'1I\IIIlU (security) bt'CI~fl1"J'h~1U

(Functionality) 'II'1I~"~UU~1UVl~fl

G)0 . <>! l:!fl1"'CI'1IUVJ1Ufl!J t fl ru .yj'll'1l~V11~fl1" l 1.1fl1" bbnl'11b1.J~ UU bb1.J'CI~"~U U~11.1 byj '1IlV!
!l.' 0..1 ••• .d

'CI'1I\IIf1'CI'1I~flU fll] bflru'YIm~l.J

G)O.G) 0 ~~'1I~'IImb\'l~~1UbViflTuh~'CI1"'CImVlt'1 "~l-Jvf~~lii~1u~uj ~briU'li1'11~ 11i'1l~l:!\'i~u1~l-J

lU fl1"V1 fl 'CI'1IUbv1'1IlV!~ Ul ~~ 1"~U U~ 11.1fl'1ll-JVi ~ b\ll'1I{~ltlii'u~ (lj.jU1 VI'j'1lLbnl 'II

bl.J~UUbbl.J'CI~l:!fl1"Vh~1U~l:!1.J,,~llVl1jfl1~ bb'CI~l.J"~l-J~'CIN'CIltlifl"ufhU(lfll1i'1l~•
G) o. G) G) l U"~UU~1U~11'1'1J11i'1l~l:!VI1.,hU~1UVI'j'1lYlj.j~1u1i'CI"~bi11\11"~~'CI'1IU~1l:!fl1"l.JnuiJi\ll1l-J

off1.1\11'111.1fl1"~ (lj.jU1 bb'CI~fl1"V1\II'CI'1IU"~UUfi'1lu~~~ T'1Iuihu 11.Jlii~1u~~~

G) o. G) kJ <rfll V!l:!fl1" b1'1Ui1'1Il;j'CI"1 U'CI~ bfi U\IIbri U'l nuT 1.J"bLfl" j.j~l 16'11~l V!LiJu u~"lu 1.1;zl~l:!
"1U'CI~Lfiu\IIb~U'lnufl1"~ (lj.jU1VI'j'1lbbfil'11b1.J~uu bbl.J'CI~~r-hum

G)O. G) '" l:!fl1,,1.Ji'u1.J1~ b'1Ifl'CI1"1.J"~fl'1l1J'>~UU~1Uvf~VI j.j111VI~~~1flYlllili'u~ (lj.jU1 VI'j'1lLbnl 'II

L1.J~UUbb1.J'CI~l V!vi'u 'CIl1"U'1I~L'CIl-J'1I
G) o. G) <£ l:!fl1,,<r11lbf\u T1.J"bbfl'>l-JL~'1I{-&Ufi'iJUfl1"~ (lj.ju11~liil Ufl'>ru~ b~'1I{-&uu~"luuvh~1U

~11l~'CI111lVI'j'1l1l.i'CI1m"()IIh~1ultli

G) o. G) <t' l:!fl1,,:5bb~~"1U'CI~bfiUI1lfl1"Ll.J~umbl.J'CI~LVI~lii~1u~ triU'li1'11~lMuVl"1umh~y(~{i~

bv1'11lV!'CI1m"(llii~1ulli1mh~lJfllil'1l~

G) o.G)'<> f11V1U\IIlV!l:!fl1"'CI'1IUVl1U,,~uu~1uYlllili'ufl1"~ (lj.jU1VI'j'1lbtnl 'IIbl.J~UUbbl.J'CI~VI~~~1fl

~1Ii1lii~1u,,~u~Vlci~ Lv1'11lV!~Uh~1fl1"vh~1Ul:!1.J,,~llVl1jfl1~ fl1,,1.J"~j.j~'CIN'CI

IJfl~'1I~ fl"uihu bt'CI~tiJull.J\II1l-Jfl~1j.j11i'1l~fl1"'II'1I~~lii~1u

G) o. G) m! l:!fl1,,<rl1lvhoffu\ll'1lufl1"\II"~~'CI'1IUfl1" T'1IUU1U"~UU~1UlV!lJfll1i'1l~ fl"ufi'lU bv1'11liilu

fl1"rih bUu fl1" ltli'1lth~ l:!l.J,,~llVl1jfl1~



-G)O-

Vnl111l G)G) ULtl1.J1tl~1Ui11"1fltl1~11H1J'll'Bl1lfitloli'BIHl'it1 .•'itULVlFf (Data Security Policy)~
G)G).G) i'lfl1'jbLU~bbUfl~'Bl;l'll~dju~um1l-1~U (Secret, Confidential) ~'Bl;l'll~LoiiLtll1lb~.JtJ1111

",,,,.\<! ~'Bl-I'llm'j'i'lUbVlA~i'lm1l-1ihl'1n, Ii1'1N(lfln1V1Uli1thu~'il (Label) ~'ill-l'll fl'jruVi11-ii'lfl1'j
'iJ 0\1 'iJ 'iJ

n1V1Uli1 "I~~'B~1 biJu~'B l;l'll'i'l1'j'i'lUbVlA~LoiibQ~1~f11U Lu~ru~ bL~ VIUA1'i'l1'l'1 (Internal

Use Only)

i'lfl1'j b~1'j~ 'i'l~'Bl;l'll~ biJu~u m1l-1 ~u LUVI'W1U~li1b1'ilJ'lI'1Nbl'l~'il~ bL'll~fl1'j~ 11l1li'B'j~VI~1~.. ,
L~'j'B'lJ1U

~'il l-I'll~ biJu~Um1l-1 ~1.J'j~I'1U'i'l~ b~'ili'lfl1'ju 1~'il l-I'll'il'ilfl "I1flbl'l~'il~ Vli'il'il'il fl"l1fl ~ ru~• • •
tI' q" v"", "'.:::\ 0 :;,

bb~VIUA1'i'l11l'j1II'il~InU fl1'j'ilUl-IlII"I1fll'oll-l'iJ1U1"1V1fl~'j~, . ,

"''''.If:'

'" "'.'0>

n1V1Uli1LVluuVifli\'ilfl (Log) fl1'jb~1'i'i~'ill-l'll1li1~1 ~i'l'j~l'1um1l-1ihl'1n ''lJ'il~~'ill-l'll
'iJ " 0 \:t 'iJ

'i'l1'j'i'lULVlAVi11-ibtlli1bl'olU

fl'jru~i'lfl1'jbtl li1bI'olU~'ill;l'll~'i'l1jj1'jru~ 1i1'il~(ii1bflufl1'j [li1U~i'u Nli1'6'ilU~~1MU'iJ'l.pr~....
"I1fll'oll-l'il1U1"1•

'" ",.<rI fl'jru~i'l ~11l-1'h iJuli1'il~ bUillbI'olU~'ill-l'llLU'j~I'1U~UI'I11l-1~1.J'j~I'1U 'i'l~'i'if11UU'ilfl ~i'u
'iJ " '\I \l

~'ill;l'llI'1~fl'i'i111i1'il~i'lfl1'jL~ul¥qjqj111-i LUIIILI'oIU1'111l-1~U(NDA)

'" "'. a: i'lfl1'jn1V1Uli1l'1ru~fl'j'jl-lfl1'j~i'u NIII'6'ilULU fl1'jvl1'll1U~'il l-I'llL'ilfl'i'l1'j bb'll~~'il~1II bI'iU•
~'ill-l'll'il~1~oE'li1b"lULli1Ui'lm1l-1 L~1L"ILUfl1'jvl1'll1U'il~1~(lflli1'il~• •

'" "'. <t! i'l fl1'jn1V1Uli1,ffulII'ilU fl1'jvl1 'll1U~'il l-I'll'i'l1'j'i'lUbVIA~ btiu ~U~11l-1~U ~~ 1i1'il~i'lfl1'j•
(ii1bflu fl1'j'il ~1~i' li1fll-l[IIIULQ~1~b~ 'ili'lfl1'jU 1~'ill-l 'llm'j'i'lUb VIA'il'ilflU 'ilfl 'i'l(l1U~, .

Vij.l111l'" \<! ULtl1.J1tlfl1 .•1fltl1~11H;1.Joli'Bj.I'll'2J'B~~n.I::LL VlVltlFf1'it1Pl{ (Privacy Pol icy)~
'" \<!. '" b.li1V1ih~'lJ'il~ I'lru~bL~VlUR1'i'lIll{ 1i1'il~11-i~li1bl'iu~'ill;l 'll~11-ibriu1~'1Nnuii"lfl1'j'lJ'il~ l'lru~~

1I)LU'j~UU 'i'l1'j'i'lULVlA'lJ'il~~ru~~ 'j~U1Jbb'lldJ'ill;l'll'i'l1'j'i'lULVIA~Loiif11ULUl'lru~~ fJ'ilbtiU

Vli'~!J~U'lJ'il~ l'lru~~

i'l fl1'j~li1vl1'j~UU III'j'J "I'i'l'ilU i\'il fl (Log) LUfl1'j Loii~1U"Ili1V1j.l1uthi\flYl'l'ilfl flll bL'll~

bl'limhu bvl'ilv:l"l1'jru1fl'jru~i'l fl1'j'll~ bl1li111i'ilULUU1U'lJ'il~1'1ru~ bb~VlUR1'i'lIll{

fl1'j~li1 LI'iU~'ilj.I'll1li1~1 'lJ'il~'llfl f11V1i'ilfi~h1i1'il~1111i'u'ilu n '1111"11fl'llflf11V1i'ilfi f11f1'ilU
'\I 'iJ 'iJ ~ "t:l 'iJ 'iJ

(ii1bflufl1'jVlfll'lf~ fl'jru~ biJU~'ilj.l'll'llfl f11~ b~1'i'i'j~UU'lJ'il~ I'lru~Lb~VlUR1'i'lIll{ 1i1'il~i'lfl1'j
~ 'iJ 'iJ 'iJ

b~u i'u VI'j1U LUbbUUyJ'il{j.I(ii1Lflu fl1'jYJfll'lf~



OJ\<J. <i' I1m'1 w!i~LVI~ AAln1lj'il'il~l'1 fl'>~L{iLVIAll,iL ~U'i'l1'1'i'llJLVIA'lJ'fNAru:;LL~VltJ A1'i'l1ll1'lli1'i'u

VI'11ULr1mnuu 1tJU1tJm'1 L{i'1:;UU'i11'1'i'lULVIA

OJ\<J. <t' fl~l-l~1UmtJU'ilfl~ dhL{im'1'i'llJLVIAmtJ Lwffum 1l-l~u"h tiJ1..11i1'il~11m'1 L~U -ff11l11l1m'1

ll-iLtl(1)LNtJ'ii'ill-l~ (Non-disclosure agreement) r1'ilui1l1LUUm'1V1flAf~• •
OJ\<J:., ~~ ~ :;tl1(1)~'ilm'1l.J!iU'~u 1tJU1tJm'1'i'm.1 m1l-l ~u'ii'ill;j ~'lJ'fNAru:; tL~VI tJff1'i'lIll1' ,,:;lli1'i'u

m'1Yl"1'1ru1UVI ~~1VI" 1111l-l~utJ'lJ'il~Aru:;tL~VI tJff1'i'lIll1'

ViWJ(1)OJ on I.!LtllJ'ltlW'lJ~VlifLb'il::01'1~fl"'ll'l1'll-l';lJoiJ'ill;j'il'lJ'iN l'Iru::bb'l'lVitl A'l'i'llll{ tl.!b11J (Web Privacy Policy

OJon. OJ ~Yl1l-iI1Viih~ Lr1m'ii'il~LUm'1l(JbL~U~~1'1'1:;UULb~:;LAlj'il'li1tJ ~1fllii'il~m'1 L{iu~m'1~WI
~ d ~" r:i ••• '" ..::l .•••

U'ilm~",'il,,1m1U L'1f1llbL~:;L1Um"'lJ'il~Aru:;LL~VltJA1'i'l1ll'1 1Il'il~l-lm'1'lJ'il'il1.i11l111l~LA"

OJon. \<J L1U~ 11m'1 LI\u'ii'ill;j ~'lJ'il~ l'Iru:; LL~VltJ A1 'i'lIll1' Iii'il~ 11m'1n1~UI1l~Vl1J Lb~:;A1U"ll-l 01'1

L'ii1~~L1U1'1f1l1'lJ'il~Aru:;LL~VltJA1'i'lIll1' fl'>ltMuvf'111.J 1l-i~1biJulii'il~'1:;~m'1L'ii1~~

OJ on. on L1U1'1f1l1~1~1 'lJ'il~Aru:;bL~VltJA1 'i'lilll' Iii'il~ 11'ii'ilA11l-l1.J'1::mA LVlYI'>1ULr1mnu ~'lJ~Vlt

Lb'il:;VI'i'~u~u'lJ'il~Aru:; LL~VltJA1'i'l1lll'

OJ on. <i' O1'1~'il'i'l1'1'ii'ill;j~ LU'1:;vlU.ffuA11l-l~U~~1fi'11I~.hul,jlJL VI'il1'Liilll 1ii'il~l1m:;U1Um'1

L'ii1'11.1'i'l

OJ on. <t' I1m'1n1~uI1lHu NI1l'6'ilU~'ilm'1l.J'i'ul.J'1~ t1u 1'1f1l1'ilf.iw6(1)L"U fl'1ru'ii'ill-l~~1.hl-l1 L{i• • •
<i'(1)vT1L1U1'1f1l111Lbmi~~l-l11l-iil1l L"U Vl1l-lU1~~'IMu 1'1f1l1'lJ'il~Aru::tmVltJA1'i'l1lll'•

OJ on.\> bLwi'l~~l-l1'lJ'il~'ii'ill;j~~1~1 ~1l-illi1l-l1"1 flA ru:;bL~VltJ ff1'i'lIll1' Iii'il~ 11m'1'1:;~ LLwi'l~~m

'il~1~i(1)L"U

OJ on. m' L1U1'1f1l1'lJ'il~Aru:;tL ~VltJ ff1'i'lIll1' 1ii'il~11m'1'1:;~ ~'i'u N11l'6'ilUtb'il::~ 'i'u L~'il~l~L u~ih'lJ'il~

L1U1'1f1l1L~'ilL{i~ 11l~'ilfl'>ru~NL{i~1ul1'ii'il'i'l~-fftJ~lj'ilIii'il~m'1'ii'ill-l~ Lv1l-l• •

Vil-l1111OJ <i' I.!LtllJ'ltln'l'111111Jl'Il-ln'l'1b oiJ'la~oiJ'ill-l'il'i'l'l'1'i'll.!bVIA (Access Control). ~
OJ <i'. OJ 11m'1n1ViUI1l~Vl1Jm'1 L{i'ii'il l-l~ Lb~ :;'1:;UUA'il l-lYl1LIIl'il1'Vi~ fl'lJ'il~Aru:; LL~VI<Iff1'i'lIll1'•
OJ <i'.\<J m'1n1ViUI1l~Vl1JLVlnuNL{i 1ii'il~n1ViU(1)byh~~1biJU 1(1)tJ<i'l1lvT1V1:;butJumuAl-lm'1 L'ii1L{i• •

'1:;UU'i'l1'1'i'lULVIA(Access Control List)

OJ <i'. on 11'1:;UU 111'11"'i'l'il U 1iI111lUbb~ :;~Vl1Jm'1 L'ii1L{i ~1 1..1 'lJ'il~~L{i~ 1U (Identification and

Authentication) r1'ilUL'ii1~'1:;U U~1UVi~fl 1111<1~L{iYlfl AUIii'il~ 11U'11I'lt'11tJ~'il'lJ'il~IIlUL'il~



'" rr. rr l1fl1'jri 11-1UI'I'jVl'il~ 1u~l'h:;u U l'I'lU I'Il-Iv.!bl'llJb~ l-Ib~l-IU'elfl m 11'el'V1fl~ 'elNl'ii bb'l'I:;'jVl'il~ 1U• •
l U'j:;UU~1U Ih1(qj

'" rr. It' l1fl1'j~l'Iyh'j:;u U l'I'lU I'Il-Ifl1'j dh l'ii~ '1fJNl'iil U b'l'il1 b~U'l nm YlfJ~1-1ri~b~fJ'l (Single• •
session)

'" rr.'oJ I'hri11-1UI'I L~l-I~WlJ'el~'j:;UU 1 Yhll Lb'ildi'ell-l'il'il1'j'ilUb 'VI1'l1li1~1 1i\'el~flflri11-1UI'II'I'lUI'Il-I1l-i• ••
'elliqj1I11lVil'iiti'elub'ill-l'el

'" rr. r;r/ l U fl'jru~1l-il1 ~t1iluili~1U'el~WU1 bl'l~'el~l'I'ell-lv.!'lblll'el-lIi\'el~l1fl1'ju 'el~nu fl1'j l'ii~1u 1l'lfJ

lj 1'l1'I'il~U1 ~l11~l1~'VI1JLb'il:;m~.h~b~fJ'l'ii'el~

'" rr. 0:: 'j:;uu~1uIli1~11i\'el~l1 fl1'jili I'Itk~'j:;uu lVil1'j:;UUI'I'l1l-1t1'il'ell'lnfJ'il~'ill'llUU'V'VUUbyh~bDu1t11~• • •
'" rr. '"' lUfl'jru~l11'1'l1l-1<J1 bDul ViNl'ii~1UbDuL~1'11'el~'ii'ell-l'ilbL'il:;l1fl1'j lVi~'VI1JbbtiN~Ub'ii1l'ii~1u• • •

Ii\'el~l1fl1'j'j:;U b>l~ 1 :;'j1 fJ 1-1~'elL>l~1 :;11'Oil-Ibyhl!u bb'il:;l1fl1'jri 11-1UI'I'el1 fJfl1'j l'ii~1U• • •
'j'll-l0'~l1fl1'j'j:;~U l'iiYlUVIb~mliu'j:;fJ:;b'l'il1lUfl1'j l'ii~1U

'" rr. '" 0 'j:;uu~1uIli1~1 1i\'el~l1fl1'jI'l'lUl'Il-Ifl1'jb'ii1ft~ bl'l~'el~bbl-i~1fJLb'il:;l1fl1'jI'l'lU I'Il-I1yM'~bU1'1• •
L'ii1l'ii~1U

'" rr. '" '" 1 ~ ~~1U'ii'ell;]'il 1-1~'el'ii'ell;]'il'il1'j'ilUb 'VI1'l~l1i'u 1'1'11 l-I..ru ~ "h1(qj bb'il:;l11'1'l1l-1 'ilmi' U 15
'j:;1-1~1~nU ~~I'IIIi'el'ii1l-1bl'l~'el~ 1-1~'ell1fl1'jyh.a1lUIli1~ bl'l~'el~ 1i\'el~l1fl1'jb'ii1'jVl'illUfl1'j

""" I ""..: ::-1II1'I1II'elbb'il:;'V1'1bflU'Vlfll'l'j~

'" rr. "'"' Ii\'el~l1fl1'jri11-1UI'I'j:;fJ:; b'l'il1'j'elU l Ufl1'j1ll 'j'l'V'il'elU'j:;UU~1U Lvl'elIll'j'l'V'il'elU~~~ NI'Itifl ~

'" rr. '" on b~'ell1fl1'jtl-lU btl~fJU'j:;l'1u'ii'ell;]'il 1i\'el~l1fl1'jLb~~l Vi~l'ii~1U'VI'j1UYlUVI

ott' fi)Lo d I Q a a a
1-1l-1'Jl'I'" It' \,IbtJU1tJfl1"ib"lf~1W.:::U'UbI'l"i'1l'/J1tJ"i:::UU'1l\,l'VI"i1b\,11/1 LL'il:::"i:::U'Ub'1lfl'V1"i1L\,11/1 (Intranet/Extranet)

'" It'. '" "i:;UU~1\,111i1~1 1i\'el~l1fl1'jri11-1UI'I~'VI1J bb'il:;'j:;lj ~l'ii~1umh~'1{1'1 b'VU Lb'il:;-ll'lfJ l-I 11'1fJ

bl'l~'el~bbl-i~1fJli\'el~bnUl':llu~t1'il'ell'lnfJ 0'~'VI1~~1Uphysical Lb'il:;logical

'" It'.", l1fl1'jri 11-1UI'li'UI'I 'l1l-1..rU'ii'ell;]'il 'j'll-l ft~fl1 'j 1'1'1U I'll-lfl1'j b'ii1 ft ~'ii'ell;]'ilLblli'il:;t1'j:; b1l'V1i'u

1'I'l1l-1..rU

'" It'. on 'ii'ell-l'il~mil U'j:;l'1Ui'UI'I'l1l-1..rU\11fi,-, I Ii\'el~l1fl1'j b'ii1'jVl'ill Ufl1'j iii1'l1Ii'elbb'il:;fl1'j~1'I ~nu. . '.
'" It'.rr l1fl1'j'j:;UN-lU NI'I'6'elUlUfl1'jri11-1UI'I bbt'11'II 1-1~'elbtl~fJULbtl'il~l'hri11-1UI'l1Ii1~1~l'iilU'j:;UU••
'" It'. It' l1iulli 'elUIII'j'l'V'il'elU 1-1~'ell)fltliluilil U fl1'j1ll 'j'l'V 'il'elU fl1'j-lfllJ 11'1'l1l-1t1 'il'ell'lnfJ'j:;U U

l'I'ell-lv.!'1blll'el-lLb'il:;b~'el~U~1'j:;UU NI'Iti fl ~ 1i\'el~~Urh bi~Ufl1'j bbt'l1'/JYlUVI



'" It'.'o> Iii'iN LU(IIb'il~1~1J~m" (service) Lvh~~1 L,]U LL!'I~l1~111l"m"U'il~nmL!'I~m"IIl"'l"l'N'il1J

mh~-r(llfJ~

",It'.m' l1m"l'hLl:Jum,,1.J-r1JlJ1~L'liu Patch Lt!'l~ Hot fix 'n'il~ll.J"LLfl"m~1J1J (System software)

mh~ 'N~1 L'N~'il 1(11~Iii'il~1l-il'i~N!'Im~Vl1JIii'il m"vh~1U 'n'il~"~1J1J~1UVI~fl

'" It'. r;;; l1m"VI(II'N'il1J 11.J"Ltm~"~1J1J~1u~"I~j.h~1 'HfVl1~ilhu(iI'l1~l.J!'I'il(lln~ fi'ilum"iI1(11.f~

LL!'I~VI~~"I1fl~iI1(11.f~11.Jw!h

'" It'.«' l1m"1J~Vl1"{(ilm" LL!'I~fl1"IIl"'l"l'N'il1J (il'J1~l.J!'I'il(IIn~"~1J1JL(illJ'il'li1~'ilU\'l~1 L'N~'il•. ,
••.•• ''l.< ••.•• ••.•• 0 •••• I a.I' 'l.< " .Q..:!

'" It'. '" 0 m""1J'N~'n'ill;j !'I'1fU(il'J1~!'I1J'N1(i1fljN1UL(iI"'il'n1~\'I1jj1"\)j~ 1Il'il~N1U'1f'il~Vl1~VI~m"

Lii1"vr'Nii'ill;j!'l (Encryption)

'" It'. '" '" l1~11l1"m"(il'J1J"l~ (il'J1~ \Jfllii'il~'iJ'il~ii'ill;j!'l~1 ~flj~{ (IILf\1J U 1 Lii1 1.J,,~~ '1!'IN!'I LL!'I~

LL'N(II~N!'I U'il fl"l1flrlt umru~l1m,,{ (ilLf\1Jii'il~!'I L~U'lnU l!JVI!'I1~~ VllJ'ill1m,,{ (IILf\1J'1f(ll. ,
ii 'il ~ !'I~l1 (iI'l1~ 'il~~U llnu Iii'il~l1fl1" (iI'l1J(iI~1lI"'l"l\'l'il1J (il'J1~\I fllii'il~ 1il'l1'J• ••

'" It'.'" '" l1~11l1"m,,-rfl"1(i1'l1~l.J!'I'il (IInl'Jii'ill;j!'l l umru~u1 L(iI~'il~(iI'il~~'l LIlI'il-f'il'ilflU'il flYl'U~

'n'il~ (iI\)j~LL~VlI'Jf'l1'N1lI-fL'liu m"l'i~'li'il ~v11!'I1I'Jii'ill;j!'l~ Lf\1J'il ~l m(il~'il~ fi'ilU~"I~U 1'il'il fl

"I1fl(il\)j~LL~VlI'Jf'l1\'1Il1-fL,]uliiu

'" It'. '" '" m" Lii1(i~"~1JlJL(illJ'il'li11'JlU ~fl" \)j~ Remote access VllJ'ilm" L~'il~ Iii'il L(illJ'il'li11'J

il1I'JU'ilfl l(lll'Jlii1~ L;j~ (Dial out) Iii'il~llil-r1J'ilu~iI1"11flM1JtJ(II'1f'il1J'ilU1~tilu!'I11'J~m"cl• •
i1fl""

'" It'. '" a: l1m"lh~Lj:)UN !'Ifl"~Vl1J~ Lf'!I'J'lii'il~Vlfl (ilf~~ l1m" L1.J~I'JUtL1.J!'I~"~1J 1J tL!'I~'ill.Jfl"cl• •
(II'il~~'l LIlI'il-f LL!'I~l1m"uuv; m11'J!'I~Lfll'J(IIm" t1.J~I'JULL1.J!'I~

I V <¥ ' ••
'" It'. '" It' '1f'ilvJiiiLL'l-fV;iI1(11li1~Lii~1UL~'il1i"lm,,'n'il~ (iI\)j~Lt~VlI'Jf'l1'N1lI-fIii'il~ l1~'n~Vl1J\Jfllii'il~ VllJ'il

llil-r1J'ilu~iI1"11fl L<!i1'n'il~N~llIn \)j.y] VllJ'illllfl!'l~ n1J1iI'lLLVlUM'n11'Jfl11'Jl U1.J,,~LVImb~Vli.l1• •
'" It'. ",'0> l11l1"'l"l\'l'il1JLL!'I~1'(IIl.J"~~Vl1Jfl1~m"v11~1u'n'il~"~1J1J~1U~1 ~flj Lvl'il"'il~-r1Jm" lii~1U

lU'ilU1(i11l1

'" It'. '" m' l1m"uUV;fl~'ilfl (Log) m"v11~1u'n'il~"~1J1J (iI'il~~'l LIlI'il-fLLl-i'li11'JL(illJ'il'li11'Jm" lii~1U

'n'il~11.J"LLfl"~ "~1J1J~1U LL!'I~"~1J1JU'il~nUfl1"~fl1fl

'" It'. '" r;;; l1"~1J1JU'il~num" Ltfil 'lH1.J~I'JULLl.J!'I~UUV;fl (Log) 1ii1~'j tL!'I~fhVlU(II~Vl1Jm" Lii1(i~



VI~'JiPl<)';> l,iLlJU1lJLiPl:j'il'li1lJ Th~1lJ (Wireless Policy)

<)';>. <) biPl~'iN~LiiL\.ILiPl~'il~llJl~mlJ filV1\.1iPlbVh~~lL,]\.Ibvill!\.1 fl'lln~~lL,]\.I Lii~l\.1 LVi'll'il'il\.llY~.,

"I1fl~~'iil\.11"1

GJ';> .., vh~bUiPlbNlJ{)m~<'lb~mfllJfhfilV1\.1iPlL\.ILiPl~'il~llJ1~mlJfllJlJiPliPl<'lVi1a.!L~m{)'il~. .,

<)';>. Q1 ~ fl1'jfilV1\.1iPlvr\.l~LiiU~fl1'jbQ~l~"liPl liPllJ~fl1'j'j~1.j iPl'JUI'l~ fl1'j Lii~l'j.lbiPl~'il~llJl~mlJ

b,]\.IvhAj,j

biPl~'il~llJl~mlJliI'il~ la.!~'j~UULb"lflVll-llm<'l'llIP liPllJflllll\.llY~

1'1'j~UUiPl'j'l"l'tl'ilU(I)'liPl\.lfi'il\.lL{)1LiibiPl~'il~llJl~'tIllJ

'j ~UULiPl~'il ~ llJn'til WlllJ L\.Imlj~ bb~ VllJAl't1 iPl{ iii'il~1'1'j~U Ufll'j III'j'l"l 'tI'ilU(I)'llll\.l

(Authentication) bb<'l~fl1'jb{)l'jVl'tI (Encryption)fU'j'il~flfl'j~I'1UVlrl~

l'1fl1'j,r\.lVifl~'ilfl (Log) fl1'jl'h~l\.1'11'il~'j~UULiPl~'il~llJl~'tIllJ

11fl1'j~iPl LIII"llJ~biPl~'il~l1'ilIll'j'J"I'tI'ilUfl1'j Lii~l\.1'il1Jfl'jill1~'tIllJ bb<'l~'j~U LViflUU iPliPl<'l~., .,.,

fUN iPl'll''ilWvill!\.I

GJ ';>. <fI l1'j~uuu 'il~fl\.lfl1'j bbTIL'IILtI~lJ\.ILbtl<'l~,r\.lVifl (Log) Ilil~ 1 bL<'l~filV1\.1iPl~Vlfifl1'jb~h\i~

VI~'JiPl<)<rI 1,!rlJU1lJfl1'jil'il~n\.l'hr~ (Virus Protection Policy)

<) mi. <) LiPl~'il~iPl'il~Vl'lLIII'il4Lba.!~llJbL<'l~LiPl~'il~iPl'ill-lVl'Jblll'il1''II'il~~Lii~l\.1 I'lmiPl~'il~~l,hl-l1 LiiL\.I

iPlill~bb~VllJA'l'tl1ll4 1iI'il~~ iPlik~'1f'il'l'iIiibb'J4u'il~fl\.lhr'tliPl'il ~ Vl'lblll'il4~l'1t1'j~~Vlfill1~~

bVil-ll~'tI~ bb<'l~IiI'il~l'1fl1'jtlfu1Jl~fl~biPlllll'l'i~~Ll\u Virus signature LVib,]\.IU"I"l,r\.l'il~

b'tl~'il

<) <rI." biPl~'il~iPl'il~Vl'lLIII'il4bba.!~llJLb<'l~LiPl~'il~iPl'ill-lVl'lLIII'il4'11'il~~Lii~l\.1 1'1fl1'j~ iPlik~1'l'i4'l'il <'l~

1l'J\.I1.jiPliPl<'l(Personal Firewall) bL<'l~lliifUfl1'jtlfutll~ Patch bb<'l~Hot fix mh~

'tI~h'tIl-I'illiPllJfllll1\.IlY~Lbllifl1'j"l LU\.Ifl1'jI'1~fl~1'l1il'il~la.!Il~N<'lfl'j~VlUIli'il'j~uU~l\.1V1'.rfl
<) <rI. Q1 Vill-1~Lii~l\.1iPl'il~Vl'l blll'il4v11fl1'j b~'ill-llli'ilbiPl~'il~llJll1~\.I'ilfl iPlill~Lb~VllJA'l'tl1ll4 fi'il\.l

lMu 'ilti 'l)1111"11fl~fu NiPl'll''ilU

<) mi. rr 1'1fl1'j!l1'j'il~{)'il ~<'l'tll'j'tl\.l bVIAmh~ 'tI~1L'tI~'il bb<'l~l1fl1'j!l1'j'il~ LiPl~'il~iPl'ill-lVl'lbill'il4•
!llV1f1.J'j~uU~l\.1!l11'1'l) bvl'ilU'il~fl\.lU'l)Vll"11fll 'If'tl iPl'ill-lVl'Jblll'il4

GJmI.rr: ~fl1'j~iPlv11~l1'ilL\.Ifl1'jU'il~fl\.ll'lf'tliPl'ill-lVl'lLIII'il4bvl'ilLiib,]\.IbL\.l'lVll~t1n,r~LVibLfi~Lii~l\.1

'j'll-l\i~fl1'j bNmb~~~l'l'tll'jL ~lJ'Jnu l'lf'tliPl'ill-lVl'Jblll'il4'l1'uiPlLVla.!'il~b'tl~'il



.,m'.~ ~til~1Ub~~'il~~'ill-lY1'HIll'il{~'il~ ll-l'Vhf11'j~IiIIIf~ll.J'jbLf1'jl-ltlil1 Yill-l'VI'j1UbLVI'i'i~~l-I1

VI~'il1l-l1Iiil-l1"1fllbVI'i'i~riI'lbb'VI1,1~\l fl bLIIi~1If~"1fl~ ru~bl~ 'VIUff1'ClIll{

., m'.m' Vl1l-1~IIl.JU11lJ'jLbf1'jl-ll'lf'Cl~'ill-lY1'l blll'il{ VI~m11ll.J'jbbfl'jl-ll'lf'Cl~'ill-lY1'l blil'il{VI~'il1'If'Cll-i1

bNmb~~1Iilm"lllu1

., m'. 0: i'l f11'jLN1'j~'i'~'j~UUL~~'il~1Ubb"~~'il l-IY1'lllll'il{ b~ 'ilU'il~nuu ~Vl11ii1U1'If'Cl~'il l-IY1'lllll'il{

., mi.«' bri'il~U ~1b~~'il~~'il~'Cl~-ffU~1~~1'If'Cl t Vll.Jj)U~1ll1l-1bLU'l'VI1~1.Jj)U~~'VI1~~ru~

< •
bb~'VIW'11'Cl1II'jf11V1UIiI

., m'.., 0 ll-lIl'ilIilIl'ilU (Remove/Uninstall) VI~'illJ~U~f11'j'1f'il~1Iibl'l{U'il~nu l'lf'Cluub~~'il~

~'ill-lY1'lblll'il4tIilU1l-l1Iiifu'il1.j~11ll

Vi:ll'llil 0) 0: 'l.!LtJ1J1tJ'll1Jfl'H1dlilil:lliil'lllllil{'I'lfl'l'l1 (Mobile Computing Pol icy)

., 0:.., il'ill;j" tU'j~Au.ffum1l-1~U~~11'1~~'il~tU"l1.Jf1'jru~fl~1 ~'il~i'lf11'jbil1'jt.1 'ClVl~'ili'l1Jjjf11'j

U'il~nuf11'jbil1 til'ilth~flilfJl-I LtU f11'jtil'jt.1'Cl~hutUf11'j\J1llb~~'il~ b{]U~U

., 0:. '" ~til~ 11,1 ~'il l-IY1'l Lill'il{~ fl ~ 1~'il~lMu'VI 'j1U i'l ~'l1 l-I~bb,,~~'l1l-1 bil1 t" t 1,1f11'j til~1U

~'il l-IY1'lblll'il{~ \l fl ~'il~ Lb,,~i'l~'l1 l-IIII'j~VlI! fl (i~ ~'l1 l-I1.J,,'il IiInu t 1,1 fl1'j til ~1U'il ~

III,,'illll L'l,,1

., 0:. on llllmhfl1V1ulll~'il~ b~~'il~~'il~'j~UVl1l-1bl"lff(~~ilfll-l" t Ufll.Jfl'jru~ fl~1 U'ilfl"1fli'lm1l-1, .,
<i1l{]U t 1,1f11'j~1 b1,11V1~flih U1~ ~ Lri'il~1 bUu f11'jb'Cl~"L'luU~'ilUbL~'l t VIvi1f11'jUfl b~fl f11'j

bL"lff(~~A~fl'i'i1'lY(UYi

., 0:. rr: Vl1l-1~ 1iI1If~ll-l bliil-l~l~~'il~"fl~1U tlll1 'j'll-l(i~f1'jrn~ b~~fl~~'il l-IY1'lllll'il{i'lfll.Jmruil-l bii\l-I. ,
'j'll-l fl~ lii'lU nUb~~'il~ ~'il~ \lfl fl1V1UIiIVI1l-1til UflL~ubLIIi"dMuf11'j'il1.jlY~ "1fl ~i'l'ihu 1"

., 0:. ct" f11'jU'il~nu l'lf'Cl~'il l-IY1'lLIll'il{UW~~'il~ ~'ill-lY1'lllll'il{~fl~1 t Vll.Jj)U~1ll1l-1UlUU1Ufl1'j

U'il~nu1'If'Cl~fl~ ~ru~Lb~ 'VIUff1 'Cllll{

.,o:.~ l~~'il~ ~fll-lY1'l blll'il{~fl~1~'il~ ~ru~lb~'VIUf11'Cl1ll{ ~'il~ til~1UN1Ub~~'il~1U~'il'Cl1'j~

VlU'lU~1ufl1V1uIil1~b'Vi1Jfu

., O:.m' f11'j bil1til~'ill-lY1'lLIll'il{'VI1~lfl,,"1flf11UU'ilfl ~fl~ lliifuf11'j'il1.j~1111"1fl~i'l'il1u1" i'lf11'j

fl1V1UIll'iJ1Uf11'jtil~1U bb,,~i'l'j'ilUf11'jIll'j'l"'ClflU t U'VI flt!, ,
., 0:. 0: VI1l-1l f11J'jt.1'ClNtil~1Ubb"~'jt.1'ClN1UVI~'il'j~UU fl" 1fl mu ~l-Ifl1'j bil1 til~u1 t U'ill.Jfl'jru. "

~'ill-lY1'lblll'il{~fl~1 U'ilflLi'lu"1flmJtu'j1.J blUUfl1'jbil1'jt.1'ClVI~'il1l-l'Cl1l-i1'jmil1(i~ llii"1fl• •
f11UU'ilfl



., 0::.<tC VhlH'hvl1.,1Iilf11'n~h~,,~uu lliluillIJ l\,llY~ (Auto logon) U\,Iblil~reJ~lilreJl.rW'lLlIJreJ'l"-l'Hl~1

., 0:: . .,0 IiireJ~~f11,,<i'lilbllJ~m.J'iltJfmU~reJlil (Lock) IilreJl.J'W'lbllJreJ{~fl~1b~reJltJreJ~L\,Iri'i'/1jj1"\lj~

bb'i'd~ ~ ~ ~ bb~ 'V1~reJLVi~ f11,,<i'1ilbi'iUIilreJl.J'W'lbllJreJ{~fl~1L\,Ivl\,lri lil'lU ~l.J1..J1il1il~ll1U\,lreJfl

b~111~ltli

reJ\,Ifl1111JLVi~L1i~1\,1~reJtJmilllilreJl.J'W'lbllJreJ{~fl~1'ih\,li1l'l ri'i'l1l.J1"m~1'i'h~uu blil'!reJ'lhu
q Dlot \J q 1)

fiwl'm{LilllJ lliil~bfl\,l cl:' blil~reJ~

V1l.J'l1ilG) <tC \,ILtJtJ1tJfl1';~'ltJ~l.Jfl1,;1Jliu~~1\,11J,;::'h~1\,1~'fll.Ji'bLIIJ'fl{ (Computer Operation)

G) <tC. ., ~f11""~1..J~-rUillil'/ireJUL\,If11"tJnU~~1\,1tJ"~";1L\,Itli1'1-!1Ii1~1 ri'i'i11"1f!jmh~-rIilL"I\,I

., <tC. \<I ~i\,lllJreJ\,IVI'!reJ1JlltJnU~L \,If11"tJnU~~1\,1tJ"~";1L \,Itli1'1-!1Ii1~1 ri'i'i11"1f!j bD\,I~1u-5 fl1; ill

i1fl1;" bvlreJbD\,Ibb\,l'l'VI1~LVibLri L~1'V1ihritJnu~f11" IilreJl.J'W'1bllJreJ{(Computer operator)

'VI"1U

., <tC.'" ~f11"rl1'V1\,1IilLVi b~1'V1ihritJnu~f11"lilreJl.J'W'l bllJreJ{tJnU~~1\,1LIilUI-J1\,1Ll.J\jLb~~";1rllilf11"

tJnU~~1\,1 lliluL1ifh,r~'lJreJ~"~uu lIilUIIJ"~ (Command line) bl'hri";1bD\,I

.,<tC.<£ ~f11"rl1'V1\,1IilLVi~f11"u\,IVifl~reJfl (log book) 'V1'!mViUUbl'h ~~~"1U~~br,jUlilbMU'lrlUf11"

tJnU~~1\,1tJ"~";1L\,Itli1\,111i1~11'l~rl' ~tJnU~~1\,1 b'l~1tJnU~~1\,1 "1U~~br,jUlilfl1"

tJnU~~1\,1 Uf!j'V11riLfllil:ff\,lf11" bbr'l1'lJ 'i'/\11\,1~'lJreJ~"::UULb~~~ 1IJ"'l"l'i'/reJUf11"tJnU~~1\,1

., <tC. cl:' ~f11"~ 1il1lJ1l.J'i'/\11\,1~f11"l'h~1\,1'lJreJ~"~uuIilreJl.J'W'lbllJreJ{ri'i'i11"1f!jLVil'h~1\,11tlimh~lIireJ brireJ~

bb~~~tJ "~W'VIllll1~

., <tC.'oJ ~fl1"U11~-rfl1;1"~UU IilreJl.J'W'1LlIJreJ{bL~~'iltJfl';illIli1~ 1L VireJ~L\,I'i'/ll1~ri ~ bL~~~~reJl.JL1i

~1\,1mib'i'/l.JreJ•
., <tC. <r/ ~ f11"rl1'V1\,11il"1U~reJwihri Lb~~1il'l1l.J-rUill?l'/ireJuL\,If11" bbr'lUf!j'V11mh~-r1ilb"l\,l "'ll-ll1~

'V1l-11m~'lJ1'VI"A~Y)'lJreJ~~ bMU'liireJ~bvlreJL1iL\,If11"~l?IlIireJb~reJbfllilu'1I'V111'1m~l11u
., <tC. 0:: ~,,~uu<i'lil bi'iuU\,IViflUf!j'V11bL~~bVlllJf11"illilliltJfl ~ri bfllil:ff\,lLb~ ~"1U~ 1\,1LVi ~ U~I11UU'1I'/i1

llii'VI"1umh~'i'/~1L'i'/l-IreJ bvlreJtJ,,~lU'/i\,l1\,1f11""'lm'll-luf!j'V11 LL~~IIJ"'l"l'i'/reJU11~'i'/1b'V1l1Jri

bfllil:ff\,l"'ll-l'ff~ bvlreJ1'lfl1;1bb\,l'l'VI1~bbr'll'lJbb~~iJ'reJ~rl\,lU f!j'V11L\,IreJ\J11il1lJ

., <tC.<tC f11"'lJreJLVi<i'Iil'Wl-Iyh1u~1\,111i1~1ri\,lreJflb'V1ureJ"I1flrirl1'V1\,11?11~'lJreJ~"~UU~1\,1ri'i'i11"1f!jIiireJ~

llii-ru 1il'l1l-1b~\,I'/ireJU"I1fl b~1'lJreJ~~reJl;j~ 'i'/1"'i'/\,Ib'VIA'V1'!reJ~Viltli-ru l-IreJU'V1l-11U



"'«'."'0 m.,v:il-lyhL~~m.,4'I1l'i'i~"1U~1\.tt~V(~~v~",«,.«, tilV~l1'V1~bUU~mUl'Il-ll1m"~l1lbf\u 1~•
mh~{l1lfll-l bb~~fi1V1~11lLVil1m"~~~1ul1v~v briVl1fm{m1U~1~ 'i'i~~"1u~1~~1l-iL~

LVil1fmyh~1uyf~

'" «'. '" '" ~Vl-I~'<l1"'<lUb'VIM~l1m.,'i'i~vvfl'i'imu~vfl tilv~l1m., mu I'Il-Imh~{l1lfll-l bL~~l1.,~UU
'lJ 'lJ "

umlwHu 1l1luLVil1m.,yh~1U~Vl-I~'<l1"'<l~b'VIMLriV1l-il1m.,L~~1~• •

"lUfl'HUI'I'1l3-lYl1LIIl'1l-i (Physical security)

kJo . ., l1m.,fi1V1~I1l~~~I'I~uI'Il-IL~"~I'1UIIh~1 LY1VL~~m.,.,~mr~IIIV~ L~m.,mu f'll-lm"b~1'i'i
, , q "lJ

'<lm~Vi1ilimh~ LVI3-11~'<ll-l

kJ o. kJ l1m"~111blll'jUl-IViv~I'IVl-Iv:i~blllV'l"bY1V~11lbf\Ubl'l~V~I'IVl-IYi~LIIIV{bb~~"lUfl.,ru~'ihflqj L~

.,~uu '<l1"'<l~b'VIM

kJ 0.Q1 l1m.,fi1V1~I1lN{utll1l'lfVuL~m"l11bL~ViV~I'IVl-IYi~Llllv'l"mh~0611lb"~ 1I1lul1"1U~~bt,iul1l'lfV~• •
'<lm~~ b~~1~ufluili~1~ L~ViV~f'lVl-IYi~bIllV'l"

kJ o. <L' ~11lLVil1"~UUIII"~"'<lVUNLihVVflViV~I'IVl-IYi~blllV'l"bb~~l1m"III"~"'<lvuv~h~{l1lfll-l• •
kJ o. <t' mru~l11.j I'II'I~mU~Vfl VI~V1.j1'I1'I~~1l-il1'i'i~Ub~u~~v~flum"b ~1L~':l~iil'lvl-IYi~ LIIIV{ bblli

<i1biJ~~tilv~ b~11U~':l~ iif'lvl-IYi ~billV'l" tilv~ l1m.,4' l1lyh.ff~IIIV~L~m.,';1 b\'l~m.,mh~

{l1lfll-l

kJ 0.'" Lb~.mN~bb'<lI1l~"1U~~bt,iu111If'l''~'<l~1~''~uu bf'l~V~1Ubb~~11'l"~'<l~1~m"~111Lf\U"lumru

.mUL~Viv~I'IVl-IYi~bIllV'l" liV~1bti~~Vl;l~f'l~1l-1'i1U (Confidential) Vi1l-1LNmLyd~

1.j1'l1'l~mU~Vfl1l1lu1l-i1MuVliqj1111

kJ o. r;r/ LbN~N~bWI1l~"1U~~bt,iUI1lIf'l''~ '<l~1~"~UUbf'l~V~1ULb~~If'l''~ '<l~1~m"~111bf\UVUfl"ru•
mu L~Viv~I'IVl-IYi~bIllV'l"tilV~l1m.,tI{utll~ LVil11'1~1l-1Y(~'<l~UV~b'<ll-lV

kJo.o::" ViV~I'IVl-IYi~bIllV'l"tilv~l1"'ltimruw~~bVlIll f'l~Ul'Jl-ILb~~uv~fl~11'l1V1l~

kJ o. «' "~UUUV~flWBf'lliilu 1li1~1tilv~l1m.,fi1V1~I1l"VU1II"~"'<lVU bL~~m.,1111~{mJ1"~uu

V~h~LVll-I1~'<ll-l

kJ0." 0 ViV~I'IVl-IYi~bIllV'l"tilV~l1.,~UU,q1"V~11'lyh bb~~.,~UUt1~11'lyh (Generator)

kJo . ., '" .,~UU11'lyh,q1"v~ bb~~.,~UUt1~11'lyh tilv~l1m.,fi1V1~I1l"VUL~m"III"~"'<lVU bL~~

1111~{mI1"~uu v ~h~bVI3-11~'<ll-l

kJ0."kJ ViV~I'IVl-IYi~bIllV'l"tilV~l1.,~uuI'I~Ul'Jl-I"lruVllJl:l



"' o. '"'" V!V~flV~Yl'lbl'lv{liiv~lh~1J1Jtrv~num1~iu

"'0. '"<£' 'i~lJW1'l1JfI~vruVlnl1 bb'1l~'i~1J1Jtrv~num1~iuIiiv~l'lm'if11V1UfI'iVlJl'I'i'l"l~VlJ bt'1l~
" "

U11~fml1'i~1J1Jvth~LVI~1~~~

"'0. '"If'V!V~flV~Yl'l bl'lV{ Iiiv~l'l'i~l.Jl.Jb~VUl1mr1~'l. ,
.<:!l ••..•. 0 •.•• IV..::I 0 0 V ,",0. '"'" 'i ~1J1Jbl'lVun tlU1'i'l 1'1V~~O1'i fl1V1UfI'iV1J1'I'i'l"l ~VlJ bL'1l~1J11~'i fl101'i~1J1JVm~

bVlm~~~

",0. '"r;rY ~ I(]bb'1lV!V~flv~Yl'lbI'lV{liiv~LV!m1~~'l~l'lv LU01'i~I'I'Vhbt~um'iiil1bUUlpn"lmh~

llimriv~ ~~LuI1i1Um'i~l'Ij.hfful'lvuuj)u~ bb'1l~fI'l1~~'l~l'lvLUm'iNmb~U'lm~U

"'0. '"0;" l'lO1'if11V1UI'I~I(]Lb'1l'i~1J1Jfl flV~ 'l~"I'iU l'I~il'l b"lU (L'liu 'iun.) m'iuuVi fln"lm'i~~

bnI'I~U liiv~1l-i'1l~tl1l'1~'VIf'Ci'lu1.JfI fI'1lVl'lVb;l11uI(]n"lm'i~~ bnI'I~Ur,huVI\,i1"1v

V1~'lfl "'''' 'l.lLtJU1tJf1'1'> toii~1'l.l~I'IVll-l1tJ{iL~m'l'>'flflf1'i1i(E-mail Policy)

"' "'. '" "II'IVImtlfl b1\fl'VI'iVUm~~flru~bb~'VItlff1~I'I{~1'ILV!Lii~1UV!1~LiiLU~1U'Ci'lUI'1'l

"' "'."' l'lfl1"f11V1UI'ILV!l1m'ifl'llJ fI~m'i~l'Ittl1J'lJV~'i~lJlJ"IflVI~1t1flbi\fl'VI'>VUfl-ALvlvLV!'i~1J1J,
"I1'1VI~1t1tiLi\fl'Vl'JVUfl-A~flru~bm'VItiff1~I'I{~flLV!Lii~1Ul'lu 'i~~'VIjjfl1~~~'11'1L'liu f11V1UI'I

bii'V~Lum'i~1'I btllJ"I flVImtlfl bi\fl'Vl'JVufl-A(Mailbox) btluliiu

"' "'. '" ~Lii~1U"lflVlmtifl bi\fl'VI'iVufl-Aliiv~flJ'Vl'J11Jl'lm1~~bb'1l~fI'l1~ b'ihL"ILU01'iLii~1U

"II'IVlmtifl bi\fl'VI'iVU~n~lJflliiv~ Lb'1l~l'lfI'l1~ 1'I'i~VI,rfl(i~ fI'l1~U '1lV1'111t1LUm'i Lii~1UV~

I'I'1lVl'lb'l'1l1

NLii~1Uliiv~1l-ibT!tlUVI'lVYl~){;lVfI'l1 ~~1l-ibVI~1~~~LU"II'IVImtlfl Li\fl'VI'iVUfl-AVI~~"I1fl
"
flJ'Vl'J11JUttll.J1t111i1um1~u '1lV1'111tI~1'i~Ub'VIA'lJV~flru~ bL~'VItIff1~I'1{
l'lm~lJ'lum'iI'l'i'l"l~VlJ;lV m1~ LU"I1'1VImtlfl bi\fl'Vl'JVUfl-A ~~flJ b;l1bb'1l~'Ci~VVfl'lJV~

flru~ bL~'VItiff1~I'I{ LI'ItI111iflJvti\]J11'1"I1fl~l'l..J1U1"1

l'lm'imlJ fI~'lJmfl1'Vh~~'Ci~bvlvLV!bnflU'i~~'VIjjfl1~Lum'i'Vh~1U~~~1'I, " ,
","'.r;rY briv~1J~1l:l"lI'lVlmtl~bbU~(Sporn mail) VI'lv~~t1I'1Ufl~~bbUlJ~1~~V~nlJ"II'IVlmti

flbi\fl'Vl'JVufl-Ab;l1mLU'i~lJlJLV!'1llJv\'~Y(uVi

"' ",.0;" 11m'if11V1UI'ILV!l:lO1'ib;l1'iV(~"II'IVIm tlfl Li\fl'Vl'JVUfl-A~l:lbif VVl1~1'i~~ <111'1\]JI'll ~~'i~1.J

l~LU;lVl'lfl'1l~



\o:J ",.<11 LI'l~"fl~~lii~1J.J~VlVll-l1~flLiiflVl'j"fluflillii"fl~l'lfl1'jillVlIff~11.hLLfl'jl-lU"fl~flJ.Jl~{'clI'l"fll-lY1~LVl"fl-l

VI~"fllfiVl~~~Vl1'~~l~ 'j~l-Ill~ fl1'jl.JjJuili Vl1l-11i"fll.JjJU~lJ.Jfl1'jU"fl~ flJ.J1~{mJ"fl~ I'lru:;

LL~VI~A1'cl1Jl-l

\o:J",.", a ~1l-il.JjJuillIJl1l-1fl!lLflru'Vl1J.Jfl1'jlii~lJ.J~VlVll-l1~fl LiiflVl'j"flUflil ~:;\lfl'j:;rUfl1'j lii~lJ.J

~VlVll-l1~flLiiflVl'j"flUflilLLl'l:;'j:;UUflJ.JLVI"fl-lLillJl ~J.Jfl~l~:;1Jil{U"fl1-!~llJl~lfl ~ {U NVl'lf"flU

Vll-I'Jlil \o:J\o:J J.JltJU1tJA'J1l-1Ul'l'ilVlfltJ-iiJ.JL'YI"f){bi11Jl(Internet Policy)

\o:J\o:J.", ~lii~lJ.JflmVl'B-lLillJl 1ii"fl~lMU"fl1-!~iII~lfl~l'l'tl1J.J1~

\o:J\o:J.\o:J ~ii~lJ.JflJ.JLVI"fl-ltillJl Iii"fl~lfi{UV1'j1U l'lfl~ll-1~LLl'l:;fl~ll-1L1i1l~lJ.Jfl1'j lii~lJ.JflJ.JLVI"fl'l\illJl~

t1fllii"fl~ LLl'l:;l'l1'l?1l-1lJl'j:;VI"Uflll~l'l~ll-1l.Jl'l"flVlll~l J.Jfl1'jlii~lJ.J"fl!iIJll'l"flVlL~l'l1• •
\o:J\o:J. 01 l'lfl1'jY1~1'jru1 Lif"flVl1LLl'l:;U~fl1'j (service) l J.JflJ.JLVI"fl-lLillJl ~ LVIl-Il:;'cll-l flU l'l~ll-1<i1 LUJ.J

'!J"fl~l'lru:;LL~VI~A1'cl1Jl-l

\o:J\o:J. «' l'l'j :;UU 1Jl'j~~'cl"flULif "flVl1LLl'l:;1i"fll;jl'l~{U Lil1 -'i'i~"fl"flfl~lfl LI'l~"fl'Ih~'!J"fl~I'lru:; LL~VI~A1'clIJl-l

L~"flIJl'j~~'cl"flUlfiVl~~~~l~ (Malicious code) Ltl'l:;1i"fll'l?ll-1Vill-iLVIl-l1:;'cll-l

\o:J\o:J. It' fl'jru~ l'lfl1'jrl1V1J.JVlfl1'j L~"fll-lffI"flLfl~"fl~l~flJ.J LVI"fl{LillJltLUU L'l~l'll Vll1"flU fl"fll-lY1~LIJl"fl-l

fl1~lJ.J~l,rfl~lJ.J ~liiN1J.J Virtual Private Network (VPN) 1ii"fl~lJil{ufl1'j{u'j"fl~~lfl

~{UNVl'lf"flU

fl'j ru~ l'lfl1'jill VlffI"flLLl'lflL1.J~ ~J.J1i"fll-Il'l~ 1fl flJ.JtVI"fl-lLillJl Lil1 'i'il'lru:; tL~ VI~ m'cllJl-l Iii"fl~• •
rl1V1J.JVllVil'lfl1'jL1i1'j~'clIJll'l"flVlt~l'l1 LLl'l:;l'l'j:;UUIJl'j~~'cl"flU~~IJlJ.J(Authentication) fi"flJ.J

fl1'jLil1l-11lii~lJ.JLI'l'l"fl~l~fl1~ lJ.J

Lri"fl~UVI'l"fl'cl~-ff~~ll'l~~NVll.Jfl~l J.Jfl1'jlii~lJ.J w~~l Vi~lJ.JLVIA1J.Jll'l~ 'cl1'j'clJ.JtVlAVI'j1UVlJ.JYl

(Backup and IT Continuity Plan)

\o:J01.'" l'lfl1'j~l'j"fl~1i"fll;jmhl'1~ 'j~l-Ill~ ll.J'jLLfl'jl-l'j:;uul.JjJu~fl1'j (Operating system)

ll.J 'j Ltfl'jl-l'j:;U U~lJ.Jl'l"fll-IY1~ LVl"fl-l(Appl ication system) LLl'l:;'llVl"hk~~lii~ 1J.Jl Vi l'l'jU {l~J.J

~~"fll-l-v1'~LVi'cl1l-11'jt1~~"fll-llii~1J.JlJil"fl!i1~ffI"flLri"fl~

\o:J O1.\o:J l'lfl1'jrl1V1J.JVl~{uN Vl'lf"flUlJ.Jfl1'j~1'j"fl~'j:;UU~1J.Jffl1~'1 "fl!i1~.g"VlL~J.J

\o:J 01. '" l'liJ.JIJl"flJ.JVI'l"fl1Jfil.JjJuililJ.Jfl1'j~1'j"fl~1i"fl l;jl'l L~"flLUJ.JLLJ.J~Vl1~l Vi LLfi~l.JjJuill~1J.J lVltJl'l

'j1~l'l:;t r.l ~ Vl"fl!i1~i.i"fl~l'1~rl'



-"0-

.,"'."'. "l 1i'!ll;j'l'l~ih"'iN tb'l'l~f1'l1l-1rilUfl1"~1"'!l~

.,"'."' .., l.J"~UlVl~'!l~UUYifl (media)

.,"'. "'.'" <i1U'lU~liilUfl1"~1bU1 (copy)

""'."'.0:' iul'l'!lU bb'l'l~'J1lfl1"~1"'!l~Lt'lU'I'I~br,jUt'l

.,"'."'. <l:' I'l\l1U~ bt'l'l~'Jllfl1"bf\u'i'fl"n~'!lUuYifl

.,"'. "'." 'J1lfl1"Yi1'1'11U~'!lUuYifl

.,"'. 0:' l:lfl1"uuYiflfl1"l.Jnui/i~1U (Log) bfiu'lnufl1"~1"'!l~1i'!ll;j'l'l 'lJ'!l~b.ll1V1i.h~bYl'!lI'l"'l"I'l'!lU

f1'l1l-1\lfllii'!l~f1"Uii'lU Lb'l'l~l:lfl1"I'l"'l"I'l'!luuuYiflil~ mh'lmh~ I'lJ 1bl'll-l'!l

.,"'. <l:' lU"~UU~1UVI"rfl 1ii'!l~l:lfl1"Vlt'lI'l'!lu1i'!ll;j'l'lii1"'!l~mh~il'!luu'l'l~ "l f1{~ tYl'!llViJu1"~1
1i'!ll;j'l'l"'ll-ly(~Ll.J"bbfl'il-lIli1~'1~~1"'!l~ 1"Jl:lfi'l1l-1\lflfl"uii'lU Lt'l'l~lii~1U1~

., "'." l:lfl1'in1V1Ut'liul'l'!lU V1~'!l'Jlll.Jnui/il1..1 fl1"VlI'lI'l'!lU bb'l'l~fl1"j.h1i'!ll;j'I'I~1"'!l~"1fl~'!l~

uuYiflm lii~1U

., "'. m' l:lfl1"~t'l Lf\u~'!lUuYifl1i'!ll;j 'I'I~1"'!l~ ~~'!ll-ly(~~1 bU1iUI'l'!lUVl~'!l'J1l1.Jnui/i1li1~'11"Ju'!lfl

mnu~ bYl'!lfi'l1l-1l.J'I'I'!lt'lllUlumru~I'l\l1U~Yi1~1UU""iUU 1;.i1'l1l-11"m1i1lii~1u11ii

., "'. c;;' 11..1mru~<i1 btiulii'!l~ bf\ u1i'!ll;j 'I'I1"JdlU'>~u ~b'l'1'111..1 11..1 1Vi~ "1"ru1ti~1J1lfl1"1.J 11i'!ll;j'1'1

fl"rum lii~1U1~lU'!lU1f11'l

.,"'.«' l:lfl1"i/it'lthU~'!l~l:l"1U'I'I~br,jUt'l-6t'lb"U1"JuU~'!luuYifl1i'!ll;j'l'l~1"'!l~ bYl'!llVi1'l1l-11"~rliUVl1

11i1Tt'lUt~'l tb'l'l~bYl'!l1J'!l~nUfl1"lii~1U~'!lUUYifli1t'l~'I'I1t'l

., "'. "l 0 fl1"'lJ'!llii~1U~'!lUuYifl1i'!ll-l'l'l~1"'!l~ Iii'il~1rli'i'U'!lulYi/i"1fl ~l:l'ii1U1"V1il1~ bL'I'I~~t'lYi1. ,.
VI~biJUU".)l-Ifl1,,-ru Lt'1'1~'i'i~l-I'!lU~'!luuYi fl1i'!ll;j'1'1~1"'!l~ Lt'lUl:l"1U'I'I~br,jUt'l~ bfi U'l1i'!l~nU

~-ru ~'i'i~~'!llilYi/i lJ"~bflVl 1i'!ll;j'l'lbb'l'l~b'l'l'l1
., "'. "l "l l:liUI'l'!lUfl1"Yi1'1'11U1i'!ll-l'I'I~1iI n I bL'I'I~~'!luU Yifl~1;.i1rlilii~1u LV~i'l~~"'ll-lti~1i'!ll-l '1'1. .~ .

~1 fI(I) 1li1~'1l m:J14t'li/il'lfl~ii~ rli1~'!l~l1..1 ,,~UU~flu1i'ill;j '1'1

., "'. "l '" ~ bb~U\lfl bQUtYl'!ll Vi1'l1m"mh~uu f1'!ll-l~'1bl'l'!l4 V1~'!l4't'lVl1"~UUf1'!ll-l~'l bl'l'!l4m• •
Vlt'lbLVIU11i1Tt'lUb~'l bYl'!llVibllt'lfi'l1l-1b~UVl1Uil'!lU~I'lt'lLI'lUbbNU\lf1LQUl:l"1U'I'I~Lr,jUt'lfl~rl'• •

•••.•• 0 •••.•• 0 ••.•• ••.•• ••.•• •••

fl1""t'l'l'l1t'lU f1'l1l-1l'l1f1(1)'lJ'!l~"~UU~1U bb'I'I~fi'l1l-1l'll-l~1..1 jj'lJ'!l~"~UU~1U

bb'l'l~"~U~t'l'l'l1l 1..1fl1"~ flu1mtlli '1'1~,,~UU~11..1
n1V1Ut'lI'l\l1Ufl1"cl V1~'!l'li1flU t'l'l1l-11Ubb"~'lJ'!l~U(1)1'11

iu l'l'!lUfl1" bLt'i1'lJU(1)1'11Lt'lU'I'I~tr,jUt'llUbblli'l'l~I'l\l1Ufl1"cl

n1V1Ut'lL.lI1V1il1~'i'ui1I'l'lf'!lULb'l'l~~l:l'ihU1"lUfl1"Il'It'l~U l"•



kJ <>n.<i)h <I: 'i1tJ~'!l bL~:;LU'!l{i'"VI'iI'i'YlI-1'!J'!l~ljf'lf'l~~ bMtI'l~'!l~~~Vll-I f'l

kJ <>n.<i)kJ.'o:> 'i1tJ~:; bVtJ 1'I'!J'!l~"ltJmru bb~:;'1f'!l1'11l1bb'l4"~~1 LD\,IL\,Imillljmll\,l'!J'!l~ LLIIi~:;
, ,

I I ~ "'" •••••.•• ..:!l "" .-
'i:;U U~1\,1 b'If\,l 'i\,lLf'l'j'!l~ f'l'!ll-lYl'l Lillm f'l rn ~fl" rn:;'!J'!l~ Lf'l'j'!l~ f'l'!ll-lYl'l blll'!l'j, ,

(specification) l'11f11V1\,1(iH'h~1'I1If~bb~:;"ltJmrubf'lJJmhtJ bD\,I(il\,l

kJ <>n.<i)hm' mill~11 ':1\,16f'l'!ll-l~'l blll'!l4"orl1'j'!l~Lih:;lj'j1tJ~:;bVtJl'I bMtI'lllU

':1\,16f'l'!ll-l~'lLIIl'!l4"orl1'j'!l~LVI'1f1'lb'i\,l L'lf\,l'i'lm\,l~IIf~ bL~:;bLN\,I~bD\,I(il\,l

kJ<>n. <i)kJ. 0;' tJ -rutJ1~ bbN\,Iljmll\,l LVIbD\,Iil'i'ju\,l'!l~ L'i'll-l'!l LL~:;(il'!l~l1orl1b\,I1'!lth~U'!ltJ <i)

'llI'lLflU 1~ bbtJfl'i1flll\,l

kJ <>n. <i) <>n L\,I'j:;UU~1\,1V1«fl (il'1l~I1fl1'j"VIIll'i'l'1lUfl1'jtJnu~ 1Il1l-1bbN\,Iljmll\,l'!l~h~u'!ltJu~:; <i) f'l.f~

11'1tJdJ\,Ifl1'j"VII'l'i'l'!lU L\,I«fl"rn:;fl1'jo;j1~'!l~'i'lm\,lfl1'jru'i~~ bv1'!lLVI~\,IL'i 1(il~1'i'l1l-11'j~

oW 11tJL~~1\,11~'i~~ L\,I"VI1~tJnU~ Lb~:;LViY\l-I~1'W11f'l'l1l-1 bih L'i L\,Ifl1'j!il1 bi'l'W~1'WYI~'!ll-l

v ~ •
U'W"VIflN~fl1'j"VII'l'i'l'!lUI'I'ltJ

kJ<>n. <i) r;: iLb'i~ bLN'Wljflbll'WLVlljf'lf'l~~LMtJ'l~'!l~ 1~-ru"VI'j1u

kJ<>n.<i) <I: L'Wfl'jill~ bill'l bVlI'lfl1'jruljmll'W (il'!l~I1fl1'jU'WVifl'j1tJ~:;bVtJl'I'!J'!l~ bVlI'lfl1'jru 'i'l1bVlI'l'!J'!l~

il flIVl1 bb~ :;11lfl1'i Lbfi1 '!JilfllVl11~~'ltJ

'i~tJ 'j:;fl1f1l-11 byj '!l"VI'j1U LL~ :;tl'!ltJnu~ll'1tJ~'lll'W ~~rl' 'j1 tJ~:; bvtJl'I L'Wfl1'jtJnu~ 1Il1l-1'WltJu1tJrl'

LVlr:J'i1fl'j:;Li'JtJUf'lrn:;bbYl"VItJfl1'i'l1ll4" ~1~'ltJfl1'j L~ bL~:;m1l-1~'WI'I~'!J'!l~'j:;uu f'l'!ll-l~'l blll'!l4"YI.fl. kJ<I:<l:O<"'

l~
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